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AI in the  Zero Trust Industry
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How  pervasive  is AI  
in your organization?
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Rise of AI in the Industry

Gartner: “Geopolitics Is Shaping Generative  
AI (and Vice  Versa). 13 Decem ber 20 24

Active  AI projects by 
organizations around 
the  globe, training 
their ow n m odels, and 
procuring their ow n 
data.
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Is AI       ?
GOOD

or

BAD
it depends …
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What impact 
does AI have on 

the retail 
industry ?

Market analyst firm  PuroMarketing conducted a study 
on the  im pact of AI in re tail,  finding:

15% to 20% reduced operating cost 
by autom ating tasks, im proving staff efficiency, 
optim izing product distribution

30% increased inventory accuracy 
avoiding overstocking and stockouts

10% to 15% sales growth  
personalization to push offers

PuroMarketing: https:/ / w w w .purom arketing.com / 14 5/ 214 54 5/ datos-
revelan- im pacto- inte ligencia- artificial- eficiencia- sector- re tail. October 20 24

Real World Data on AI
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99.3% of Zscaler 
revenue com es from  

AI- pow ered 
products.
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AI Regulations Around the World

Gartner: “Geopolitics Is Shaping Generative  AI (and Vice  Versa). 
13 Decem ber 20 24
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Zscaler does NOT use 
customer data to train 

global AI m odels.



2025 Zscaler, Inc. All rights reserved

Best Practices for Evaluating AI - powered Product Risk

W hen it com es to AI- pow ered security services:

1. Protect your data . Any tim e your data is used for AI m odel training, there  
is a risk that other custom ers w ill see  part of your confidential data. 
Transform ing your data to de- identify or otherw ise  anonym ize  your data is 
usually the  control you look for to m itigate  this risk.

2. Don’t get hung up on AI governance frameworks made for 
consumer AI . Most enterprise  security pow ered by AI does not collect PII 
or personal data. And m ost of them  take  anonym ized data and aggregate  or 
share  the  insights. Now here  near the  risk of doing this w ith consum er AI 
w hich w orks w ith PII.

3. Generative AI models using LLMs are more risky . In general, any data 
processed by an LLM is incorporated and “learned” by the  LLM, m aking it  
potentially available  in responses to other requests. Chatbots are  an easy 
exam ple  of this.

Keep things in context:

How  m uch PII is 
collected  and 

exploited  by Google  
w ith every search by 

your w orkers?

How  m uch m ore 
confidential data is 

exposed w ith every 
ChatGPT?
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Does a Zero Trust 
AI approach 
really make a 
difference ?

According to Forrester research, Zero Trust AI, on 
average, delivers the  follow ing benefits:

65% reduced risk 
of exposure  to breach costs

75% efficiency increase 
in IT and security operational efficiency

6.5 hours saved 
per end- user per year 

Forrester: The Total Econom ic Im pact 
of Zscaler Internet Access. May 20 25
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Take Aways

1 AI can be good ,  but taking som e precautions is prudent.

2 W hen analyzing AI risk to your com pany, start by focusing on how to 
protect your data . W hat data is being used and how  personal or confidential 
is that data?

3 To date , much of the AI risk comes in how data models are trained . 
If confidential and personal data is used in m odeling, spend tim e focusing on 
how  your data is protected .
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AI in Foundational Zscaler Platform s



2025 Zscaler, Inc. All rights reserved

Automated Domain Categorization and Assessment

ZIA –  automated categorization and classification

AI autom ates the  process of keeping up the  changing Internet 
landscape. Policies are  by category and risk score , so they do not 
need change as new  dom ains com e and old  dom ains go.

No configuration necessary.

1.1 Billion 
total w ebsites

175,000  
new  w ebsites everyday

145,000  
w ebsites re tired  everyday

Site Review
sitereview .zscaler.com

Categorization

Zulu Risk Analyzer
zulu.zscaler.com

Risk assessm ent

https://sitereview.zscaler.com/
https://zulu.zscaler.com/
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AI - powered Page Inspection for Phishing

AI - powered detection of malicious web indicators:

● Pages based on a single  im age
● Pages w ith no title
● Em pty anchors for critical links
● Self- signed certificates
● Pages appearing as generic w ebm ail clients
● Unencrypted pages
● Multiple  redirects
● HTML sm uggling
● Obfuscated tags
● Character replacem ent w ith hom oglyphs
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Advanced Protection from Phishing

ZIA –  PhishCatch

Not only signatures or a TI feed , but an 
AI- pow ered process inspects each 
page, looking for m alicious w eb 
indicators, just like  a hum an. It 
com pares im ages and sign- in pages for 
top- phished dom ains to authentic 
objects. It checks for hom oglyphs and 
obfuscated  code.

Make sure you have enabled both 
phishing controls in Advanced Threat 
Policy.

Policies /  Cybersecurity /  Inline  Security /  Threat Prevention /  Advanced Threat Prevention
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Advanced Protection Against Command & Control Comms

ZIA –  Advanced Botnet Security

Callback traffic is intended to e lude 
security controls. A sim ple  list of know n 
C2 sites is no longer sufficient. Zscaler 
uses AI to m onitor traffic behavior, 
looking for anom alous flow s w ith 
m alicious indicators. AI is needed to 
corre late  anom alies w ith w eak 
indicators. Dom ain Generation 
Algorithm s can be  used for evasion. The 
algorithm s le t m alw are  know  how  to 
reach their constantly m oving Com m and 
server at any g iven tim e. AI helps 
decipher to algorithm  and p inpoint those  
m alicious com m unications am ongst the  
noise  of other traffic.

Make sure you have enabled all the 
Botnet controls in Advanced Threat 
Policy.

Policies /  Cybersecurity /  Inline  Security /  Threat Prevention /  Advanced Threat Prevention
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AI - Powered Data Discovery and Classification

ZIA –  Automatic Discovery & 
Classification

ML Categories grew  from  15 to 20 0  this 
past year, but here  are  show ing Top 10 . 
Out- of- the- box, as Data Protection 
processes scan files, an AI- pow ered 
process m aps files to these  ML 
categories. No dictionaries or engines 
need to be  configured  for this autom atic 
d iscovery and classification. Click 
Analyze More to see  w hich applications 
are  transporting  these  files to w hich 
users.

No configuration necessary.

Analytics /  Sw itch to Existing  Reports /  Analytics /  Data Discovery Report
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Take Aways

1 Advanced AI - powered capabilities are available to all Zscaler 
customers ,  helping to reduce operational effort  and im prove security.

2 Many of these features require  no configuration or are  enabled by default  but 
check your configuration to make sure you are taking advantage 
of these capabilit ies.
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AI in Advanced Zscaler Platform s
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Instant Sandbox Results –  Great User Experience

ZIA –  AI Instant Verdict

Sandbox analysis is great,  but it  m ay 
take a couple  of m inutes and that w ait is 
not w elcom e to m ost users. AI Instant 
Verdict can predict som e m alicious files 
before  going through full dynam ic 
analysis. Machine Learning looks for 
patterns in static file  characteristics 
com m on w ith previously convicted  
m alicious files. W hen files m atch the  
m alicious pattern w ith high confidence, 
they are  b locked im m ediate ly –  no 
w aiting . 

AI Instant Verdict controls are found 
when you add sandbox rules. Flip the 
switch and modify the risk threshold if 
desired. Sandbox Advanced license is 
needed.

Policies /  Cybersecurity /  Inline  Security /  Sandbox /  
Advanced Policy Settings /  Add Sandbox Rule
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Prevent Malicious DNS Tunneling

ZIA –  DNS Tunneling

DNS traffic is assum ed to be  good in 
m ost netw orks and typically bypassed at 
the  firew all. Tunnels can be  se t up  in 
DNS to transfer data, such as is often 
used  for security softw are  updates. But 
it  is not uncom m on for bad actors to use  
DNS tunnel for C2 com m unications. 
Zscaler can m onitor DNS for tunneling  
and use  AI to determ ine w hether the  
tunnel is m alicious.

DNS tunneling settings are found 
where you add DNS filtering rules. 
Select criteria in DNS Tunnels & 
Network Apps. DNS Advanced 
capabilities come with the Firewall 
Advanced license.

Policies /  Access Control /  Firew all /  DNS Control /  
Add DNS Filtering  Rule  /  DNS Application
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Browser Isolation Only When Risk is High

ZIA –  Smart Browser Isolation

Brow ser isolation is great,  but it  m ay 
seem  that you have to deliberate ly 
configure  w hich categories or dom ains 
w ill be  rendered  in isolation. Not so. 
Zscaler can be  configured  so only high 
risk dom ains are  rendered  in isolation. 
This is im portant as dom ain risk m ay 
chance over tim e, as w ell as the  
constantly changing catalog  of dom ains 
that com e and go.

Make sure that you have Browser 
Isolation profiles configured, then 
simply enable Smart Isolate by user or 
group. Cyber Browser Isolation 
Advanced license is needed.

Policies /  Cybersecurity /  Inline  Security /  Secure  Brow sing
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IoT Device Fingerprinting

ZIA –  IoT Device Groups & Report

ZIA uses AI to d iscover IoT devices and 
organize  them  into their functional 
groups. You can now  set URL Filtering  
policies w ith IoT devices as a Device  
Group setting , g iving  you granular 
control over groups of IoT in your 
netw ork.

Enable IoT Discovery and Policy Control 
(2 buttons) in Location definitions 
(Infrastructure / Locations / Legacy 
Locations). As discovery automatically 
occurs, the IoT Discovery Report and 
IoT items under Device Groups will 
appear. 

Analytics /  Sw itch to Existing  Reports /  Internet & SaaS /  Analytics /  IoT Discovery Report

Policies /  Access Control /  Internet & SaaS /  URL Filtering  /  Add Filtering  Rule  /  Device  Group
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Recommended App Segment Definitions and Policies

ZPA –  Recommendations for 
  App Segments

Defining an App Segm ent is easy, but 
m any organizations have 10 0 0 s or 
10 0 0 0 s private  services or resources. 
AI- Pow ered Recom m endations learns 
from  your traffic and recom m ends App 
Segm ent definitions as w ell as user 
access policies. This service  also 
calculates the  attack surface  reduction 
w ith the  recom m ended policy. 

AI - Powered Recommendations are 
found in the tab next to where your 
defined App Segments are. Click 
Generate Recommendations to get 
started. Private Access Segmentation 
license is needed.

Policies /  Access Control /  Private  Applications /  App Segm ents /  
AI- Pow ered Recom m endations
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AI - Assisted Performance Troubleshooting

ZDX –  Root Cause Analysis

Once your probes are  configured , ZDX 
provides volum es of perform ance data 
across netw orks, app services, and the  
endpoint itse lf. AI- pow ered Root Cause 
Analysis looks across all the  data and 
proposes the  m ost likely causes for poor 
perform ance. Plug this into your 
Helpdesk and quickly identify and triage 
m ost end- user perform ance com plaints.

Root cause analysis is automatically 
calculated for low ZDX scores. Simply 
navigate through users and apps to 
your desired ZDX score and the 
analysis automatically launches. ZDX 
Advanced Plus license is needed.

Analytics /  Sw itch to Existing  Reports /  Digital Experience Managem ent /  Users
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Copilot for ZDX

ZDX –  Copilot

Zscaler Copilot w orks like  you w ould  
expect –  ask questions in natural 
language and Zscaler Copilot w ill 
interpret and pull inform ation to answ er 
your question. Ask sim ple  questions 
such as w hat is a user’s ZDX score  for 
the  past tw o hours, or ask com plex 
questions, such as troubleshoot this 
user’s perform ance and Copilot w ill 
interrogate  Zscaler, using  all Zscaler 
ZDX capabilities available , to com pose a 
com plete  response.

Copilot is one of the tabs on Analytics. 
Just start asking questions, or choose 
one of the suggested questions to get 
started. ZDX Advanced Plus license is 
needed.

Analytics /  Copilot
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Keep SaaS Configurations Safe

ZIA –  SaaS Posture Management

SaaS Security Posture  Managem ent 
(SSPM) ensures that your SaaS 
application configurations do not drift. 
This includes AI analysis of controls to 
m aintain com pliance, to keep 
rem ediation steps current, and to 
regularly evaluate  CVE risk 3rd- party 
access. Som e of this is visib le  in the  SaaS 
Security Report,  but there  is also an 
Advanced Posture  Managem ent console  
w ith expert capabilities.

Essentials configuration is available on 
the SaaS Security Posture Management 
page, including a link to the expert 
system console. SaaS Security license is 
needed.

Policies /  Data Protection /  Policy /  SaaS Security /  SaaS Security Posture  Managem ent
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Take Aways

1 Optional licenses often com e as bundles and many customers have access to 
advanced AI - powered capabilities and may not be aware they have access. 
Check today to m ake sure  you are  not m issing out.

2 If you are  interested  in an advanced AI- pow ered capability you are  not currently 
licensed for, ask you Zscaler sales executive for a trial of that license.
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Real world benefits

 Cloud- native security replacing VPNs/ firew alls

 Zero Trust reduces attack surface

 80% bandwidth savings ,  faster perform ance

 Blocks 99.9% threats  (AI/ ML- pow ered)

 50% fewer breaches ,  60 % cost reduction (custom er- reported)



2025 Zscaler, Inc. All rights reserved20 25 Zscaler, Inc. All rights reserved

AI in Extensions from  
Core Zscaler Platform s
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Risk360
Is your organization 

safe  or not?  
Configurations, 

external attack surface , 
com prom ises, data 
loss –  m easure  risk 

over tim e and com pare  
industry average.

https:/ / w w w .zscaler.com / products- and- solutions/ zscaler- risk- 360
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Business 
Insights

You pay a lot for apps 
and facilities, but how  

w ell are  those  
investm ents being 
used?  Zscaler can 

cross reference use  of 
apps and locations by 

user, show ing you 
how  frequently 

resources are  being 
used. This is 

especially insightful 
w ith shadow  IT.

https:/ / w w w .zscaler.com / products- and- solutions/ business- insights
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Breach 
Predictor

So m any w eak signals 
but w hich ones are  

w orth your attention?  
Cut through the  noise  

of inform ation 
overflow . Breach 

Predictor exam ines 
w eak signals, 

corre lating, organizing, 
and prioritizing, 

pointing you to the  
m ost valuable  use  of 

your tim e.

https:/ / w w w .zscaler.com / products- and- solutions/ breach- predictor
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Asset 
Exposure 

Management
Are all your m anaged 

assets properly 
protected?  Not only 
w ill Zscaler generate  

an accurate  asset 
inventory of all active  

assets, but it  w ill 
quickly enrich the  

CMDB w ith data from  
security tools so your 
view  of exposure  is 
alw ays up- to- date .

https:/ / w w w .zscaler.com / products- and- solutions/ ctem
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Unified 
Vulnerability 
Management
Vulnerability scanning 
alone only produces 

noise . Context beyond 
CVEs is needed to 
properly prioritize  

action and accurate ly 
m easure  risk. UVM 

enriches your 
vulnerability scans 

ranking them  by real 
risk.

https:/ / w w w .zscaler.com / products- and- solutions/ vulnerability- m anagem ent
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Deception
Bad actors can be 
good at evading 

security, but they 
tend to investigate  

and attack assets they 
find. Deception brings 
high fidelity te lem etry 

on both attacker 
presence and tactics. 
This is valuable  SOC 
inte lligence to help 

hunting and 
rem ediation.

https:/ / w w w .zscaler.com / products- and- solutions/ deception- technology



2025 Zscaler, Inc. All rights reserved

Session Take Aways

1 Zscaler acts prudently and ethically w hen it  com es to data use  in AI. No 
customer data is used to train global AI models .

2 Zscaler uses AI to automate foundational functions to scale  w ith 
m assive changes that occur on the Internet both in structure  and attack horizon.

3 Risk m anagem ent and security operation capabilit ies use  advanced AI to 
extend and correlate Zscaler and 3 rd- party telemetry ,  often in a 
security fabric.
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Thank You



Danke für Ihre Aufmerksamkeit.
Wir freuen uns über Ihr Feedback!

Bitte geben Sie den ausgefüllten Bogen am Empfang ab und 
erhalten Sie als Dankeschön ein kleines Präsent. 
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