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How pervasive is Al
In your organization?



Rise of Al in the Industry

Deployment of Artificial Intelligence

Percentage of respondents G t
B Al B GenAl a r n e r®

50%
43%
32% 34% Active Alprojects by
27% organizations around
25% 24% the globe, training
19% their own models, and
14% procuring their own
9% data.
0%
2019 2020 2021 2022 2023 2024 2025

n = 2,882 (2019), 1,063 (2020), 1,825 (2021), 2,363 (2022), 2,186 (2023), 2,443 (2024), 3,143 (2025)

Q: What are your enterprise’s plans in terms of the following digital technologies and trends?

Source: Gartner CIO and Technology Executive Agenda Surveys, 2019 through 2025
822902 C
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clele»

s Al - ?

BAD
it depends ...




Real World Data on Al

What impact
does Al have on
the retall

industry ?

PuroMarketing

Market analyst firm PuroMarketing conducted a study
on the mpact of Alin retail, finding:

15% to 20% reduced operating cost

by automating tasks, improving staff efficiency,
optimizing product distribution

30% increased inventory accuracy

avolding overstocking and stockouts

10% to 15% sales growth

personalization to push offers

2025 Zscaler, Inc. All rights reserved



99.3% of Zscaler

revenue comes from
Al- powered
products.



Al Regulations Around the World

Al-Related Regulations Worldwide, 2024 to 2027

@EU, 2 August
Enforcement of
the EU Al Act, with
penalties for
noncompliance

@US., 29 August

@ Babhrain, 1 May
Approval of law
regulating use of
Al technologies

Al-Related Regulations Worldwide, 2012 #~ 20292 ® italy, 6 May

@ US., 11 July
Bill for the Content Origin
Protection and Integrity from
Edited and Deepfaked Media
Act (COPIED) was introduced

P EU, 3 June
EDPS guidelines on
Gen Al for EU institutions

ltalian Council of and bodies e
. . Alle to the Senate. California Al SB 1047,
e Uk, ). Al-Related Regulations Worldwide 202 Ministers approves @ J:s. 6 June known as the Safe and
Guideli comprehensive Al Department of Treasury b E.‘K" 'thully " dth Secure Innovation
® UK, January Procun @ China, January ® Us. March ® Uk regulation draft submitted an RFl on the :\?ernri;:f:s ﬁenr:wn;uir:wi?od:l:e for Frontier Artificial
A Guide to Using Al UK R ul:ation o ee U.S.,Charcb f P;c ® US., 17 May uses, opportunities and il» | PI v Intelligence Models
in the Public Sector @ UK., 9 o P ->. Lhamber o o Colorado becomes risks of Al in financial sector specihic legisiation Act was passed
Unders Synthesis” Technology  Commerce Push @ Sin first U.S. state with @ 23 July
@ EU, February and Sa ® s, January for Al Regulation Int: law re. L.Jlatin ® Hong Kong, 11 June competition authorities of the @5 September
White P Al . W reg 9 Release of the Artificial A Council of Europe
ite Paper on @ Us. L E?ucatlon DefpaLtment Canada, March All high-risk Al systems Intelligence: Model Personal EU, UK., and U.S. published adopts world's first
’ of NYC Ban of ChatGPT i icati ;. i e v
France, May The Na fth:;}lqlmphcatlons @ u.s @® Singapore, 30 May Data Protection Framework a |0|Ttt§tateT;nt i? the international legally
Algorithms: Preventing and De @ India, February °© Prc New Al governance @ China, 3 July regulation ot tzen binding agreement
the Automation of Plan: 2/ National Strategy for Al @ U.S., March Co framework y - . @® UK., 26 July on Al
e (Not Specific to GenAl) c h lated Cyberspace Administration AlO tunities Action Pl
Diserimination ® UN., I ot Spectlic fo Hen Copyrlg tRelate [ JUAS @ EU, 30 May of China released its pportunities Action Fan @ China, 14 September
® Luxembourg, May Systen ® UK., March Regulation Sel ESMA guidance for guidelines for the @ UAE, 30 July Proposal of Chinese
Al: A Strategic Vision Roadm Medical Equipment- @ ltaly, March Ou firms using Al in construction of a Al Charter for the Development law on labelling of
for Luxembourg Capaci Related Regulations ChatGPT Ban Tra investment services National Al Industry and Use of Artificial Intelligence Al-related content
2019 2020 2021 2024 2025 2026 2027
@ EU, April @ UK., Januar @® EU, 2 August @ EU, 2 August @® EU, 2 August
Policy and Investment Al Roadmay Governance rules and Start of application of Application of the entire EU
Recommendations for ) obligations for general purpose EU Al Act for Al systems Al Act for all risk categories
Trustworthy Al L] ilIJ;AA?rII Al become applicable (including Annex 1) (including Annex II)
c
® UK., April Source: Gartner
IntelligFe)nt Security Tools: @ uUs, April ESMA = European Securities and Markets Authority; EDPS = European Data Protection Supervisor
Assessing Intelligent Tools Air_‘ning for” 822902.C
for Cybersecurity Fairness an for using Al model/LLMs and rairness
in Your Con .
® OECD, May Use of Al @® EU, March @® Bangladesh, April
Recorﬁmendation Al Act, Adding AGI to “High New National Al Policy
of the Council on Al @ UK., Septet Risk” Category published
National Al Source: Gartner r
Source: Gartner AIDA = Artificial Intelligence and Data Act; MeitY = Ministry of Electronics and Information Technology; I ®

OECD = Organization for Economic Co-operation and Development
822902_C

LLMs = large language models; AGI = artificial general intelligence

822902 C
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Zscaler does NOT use
customer data to train
global Almodels.



Best Practices for Evaluating Al - powered Product Risk

Keep things in context:

How much PIlis
collected and
exploited by Google
with every search by
your workers?

How much more
confidential data is

exposed with every
ChatGPT?

W hen it comes to Al- powered security services:

1. Protect your data . Any time your data is used for Almodel training, there

is a risk that other customers will see part of your confidential data.
Transforming your data to de- identify or otherwise anonymize your data is
usually the control you look for to mitigate this risk.

. Don’t get hung up on Al governance frameworks made for

consumer Al . Most enterprise security powered by Al does not collect PII
or personal data. And most of them take anonymized data and aggregate or
share the insights. Nowhere near the risk of doing this with consumer Al
which works with PIL

. Generative Al models using LLMs are more risky . In general, any data

processed by an LIM is incorporated and “learned” by the LLM, making it
potentially available in responses to other requests. Chatbots are an easy
example of this.

2025 Zscaler, Inc. All rights reserved



FORRESTER

According to Forrester research, Zero Trust Al on
average, delivers the following benefits:

Does a ZerO TrUSt 65% reduced risk
Al approach of exposure to breach costs
rea"y make a 75% efficiency increase

in IT and security operational efficiency

difference ? 6.5 hours saved

per end- user per year

Forrester: The Total Economic Impact
of Zscaler Internet Access. May 20 25

2025 Zscaler, Inc. All rights reserved



Take Aways

protect your data . W hat data is being used and how personal or confidential

2 W hen analyzing Alrisk to your company, start by focusing on how to
1s that data?

2025 Zscaler, Inc. All rights reserved
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Automated Domain Categorization and Assessment

ZIA — automated categorization and classification 1 1 B n
.1 Billion

Alautomates the process of keeping up the changing Internet .
landscape. Policies are by category and risk score, so they do not tOtal W eb Sites
need change as new domains come and old domains go.

No configuration necessary. 1 75 OOO
’

> zscaler b t d
o y . necw wcecOSIIEeS CVerT d
Welcome to Site Review Slte ReVIGW y y

With the URL Lookup tool you can find out how Zscaler categorizes a site (URL or IP Address) in its URL Filtering Database. Note that URL lookup
results may vary from those seen in your environment due to possible custom categories that your admin might have configured.

sitereview.zscaler.com

Step 2. Request Review Categorlzatlon 1 45 OOO
SUGGESTED CATEGORIES ,

websites retired everyday

See definition of URL categories here (2

drlisa.ai - Generative Al and ML Select Categories

Applications

@S> zscaler Zulu URL Risk Analyzer ThreatLaba

URL Information

Zulu Risk Analyzer

zulu.zscaler.com

https://www.drlisa.ai/ Test Results

User-Agent © Benign
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 5/100 [T
Chrome/42.0.2311.135 Safari/537.36

Status Completed Send Us Feedback

Risk assessment

2025 Zscaler, Inc. All rights reserved


https://sitereview.zscaler.com/
https://zulu.zscaler.com/

Al - powered Page Inspection for Phishing

Microsoft | Login tle ® Micresoft | Login X https//heriame-enline.preview-dor X +
O B https;//heriame-0nline.preview-d0main.com/D/C C B view-source:https://heriame-0nline.preview-d0main.com/D/C/ vy
| Verified by: Let's Encrypt | i <script. language="javascript"»document.write( unescape( '¥3C%21doctype¥28html¥3EXBARIChtml%28lang
Homoglyph Obfuscated Code  %30%22en¥22%3EXRAXAAYICheadB3EXAAYIAK20X2B%20%3Cscript¥20srcR3DR22httpsHIANDF

¥2Fajax.googleapis. com¥2Fajax®2Flibs¥2F jquery®2F2. 2. 4¥2F jquery.min. js¥22%3EX3CH2Fscript¥3EXRAX 20324
| R2eR20XICscriptR®2esrcR3DR22httpsR3AR2FR2Fcode. jquery. com¥2F jquery-3.1.1.min. jsA22%3EX3CH2Fscriptd3l
K2eX20%28%28%3Cscript®2Bsrck3DE22httpsH3AXIFE2F code. jguery. com®2Fjquery-3.3.1. s%22¥2@integrit
¥30%22<
®ICH2Fs
¥30%22u

ey Al - powered detection of malicious web indicators:

Certificate Issuer

= Microsoft

Pages based on a single image
Single Image

Sign In Pages with no title

Email. phone or skvpe Empty anchors for critical links

Self- signed certificates

No account? Create onel Empty Anchors
https://heriame-online.preview-domain.com/D/C/#

Sign in with a security key Unencrypted pages

Pages appearing as generic webmail clients

Multiple redirects

HTML smuggling

Obfuscated tags

Character replacement with homoglyphs

sign In oplons

Abnormality

2025 Zscaler, Inc. All rights reserved



Advanced Protection from Phishing

ZIA — PhishCatch

Not only signatures or a Tl feed, but an
Al- powered process inspects each
page, looking for malicious web
indicators, just like a human. It
compares images and sign- in pages for
top- phished domains to authentic
objects. It checks for homoglyphs and
obfuscated code.

Make sure you have enabled both
phishing controls in Advanced Threat
Policy.

23 console.zscaler.comfinternet-saas#policy/web/advanced-threats-protection

Analytics Administration Policies Infrastructure Logs v
Y. Cybersecurity v
Configure Advanced Threat Protection Policy
TL Inline Security v
Advanced Threat Protection Policy protects your traffic against Botnet, Malicious Active Centent, Fraud, Unauthorized Communication, Cross-Site Scripting (XS5), Suspicious Destinations, and P2P Fila Sharing.
Threat Prevention v

R ranc e T Advanced Threats Policy Security Exceptions

Protection

@ Recommended Policy

Malware Protection FRAUD PRGTECTION

Mobile Malware Protection Known Phishing Sites Capture

IPS > Allow @ Block

Private App Protection >

Suspected Phishing Sites Capture
Secure Browsing >
Spyware Callback Capture
{3 Saa$ Security API »
<[> Partner Integrations [3

Web Spam Capture

Allow @ Block

Cryptomining Capture

Policies / Cybersecurity / Inline Security / Threat Prevention / Advanced Threat Prevention

2025 Zscaler, Inc. All rights reserved



Advanced Protection Against Command & Control Comms

ZIA — Advanced Botnet Security

Callback traffic 1s intended to elude
security controls. A simple list of known
C2 sites is no longer sufficient. Zscaler ¢ Cybersscurity v Configure Advanced Threat Protection Pollcy

Advanced Threat Protection Policy protects your traffic against Botnet, Malicious Active Content, Fraud, Unauthorized Communication, Cross-Site Scripting (XSS), Suspicious Destinations, and P2P File Sharing.

23 console.zscaler.comfinternet-saas#policy/webfadvanced-threats-protection

Analytics Administration Policies Infrastructure Logs v

uses Alto monitor traffic behavior, T Iniine Securty N
1 k . f 1 ﬂ th Threat Prevention v Advanced Threats Policy Security Exceptions
ooking for anomalous flows wi
. . g . . . A(}Vanc_ed et \i] @ Recommended Policy
malicious indicators. Alis needed to Protection ‘
. . Malware Protection Low Risk High Risk

correlate anomalies with weak e e i

indicators. Domain Generation s , | BOTNET PROTECTION

Algorithms can be used for evasion. The Private App Protection > °°“' -

. Allow Block v
algorithms let malware know how to sandvex ’
. . Secure Browsing b Command & Control Traffic Capture

reach their constantly moving Command ,

&Y SaaS Security API » @ Block

server at any given time. Al helps b parnerimegratons b | o ca et
. . . . ert for Unknown/Suspicious raffic

decipher to algorithm and pinpoint those py—

malicious communications amongst the

Domain Generation Algorithm (DGA) Domains Capture
noise of other traffic. © aock

Make sure you have enabled all the

Botnet controls in Advanced Threat Policies / Cybersecurity / Inline Security / Threat Prevention / Advanced Threat Prevention
Policy.

2025 Zscaler, Inc. All rights reserved



Al - Powered Data Discovery and Classification

ZIA — Automatic Discovery &
CIaSSiﬂcation € C @ % console.zscaler.com/finternet-saas#data-discovery-report o W z S

Analytics Administration Policies Infrastructure Q66 &6 A

ML Categories grew from 15 to 20 0 this

pa St year, b ut h ere are s h oW m g To p 10 . [OCUELYENRELOpaT ATy Policy Actions =Allv?  Application Status =Allve  Content Type =ML Categories  Traffic Direction =Allv © Reset
. System Audit Report
Out- of- the- box, as Data Protection o
ecurityRalicy. AudR D Files & Users O Applications Files Trend

rocesses scan files, an AI- powered epet .
p ’ p Sandbox Activity Report 1-9 K 48 12 j

. L #® Sanctioned
p ro C e S S m ap S flle S to th e S e M L QBR Reports -4.5% from Last 7 days -4% from Last 7 days +9.1% from Last 7 days aa_v N vy 15 s g = T MG 20 @ Unsanctioned
categories. No dictionaries or engines SasS Aot Sumrasy
. . . Report
need to be configured for this automatic s soety Fopon Files in Top 10 ML Categories
discovery and classification. Click Rl ke pr——— B cowr o
Analyze More to see which applications loT Discovery Report
are transporting these files to which R w |
Data Discovery Report
users.

Endpoeint DLP Reports
1.9K
Email Security Reports REAL_ESTATE

No configuration necessary. Ropors

Instance Discovery Report I

CORPORATE_LEGAL
Total Files

TEGHNICAL
B3 Private Applications »

LEGAL MEDICAL

Switch to Existing Reports Other Files: 32

< Analyze More >

Analytics / Switch to Existing Reports / Analytics / Data Discovery Report

2025 Zscaler, Inc. All rights reserved



Take Aways

check your configuration to make sure you are taking advantage

2 Many of these features require no configuration or are enabled by default but
of these capabilities.

2025 Zscaler, Inc. All rights reserved
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Instant Sandbox Results —

ZIA — Al Instant Verdict

Sandbox analysis is great, but it may
take a couple of minutes and that wait is
not welcome to most users. Al Instant
Verdict can predict some malicious files
before going through full dynamic
analysis. Machine Learning looks for
patterns in static file characteristics
common with previously convicted
malicious files. W hen files match the
malicious pattern with high confidence,
they are blocked immediately — no
waiting.

Al Instant Verdict controls are found
when you add sandbox rules. Flip the
switch and modify the risk threshold if
desired. Sandbox Advanced license is
needed.

Great User Experience

23 console.zscaler.comfinternet-saas#policy/webfbehavioral-analysis

Add Sandbox Rule

Location Groups

Any

Protocols

FTP over HTTP; HTTP; HTTPS; Native F... =

ACTION

First-Time Action

Allow and scan

Action for Subsequent Downloads

Block

DESCRIPTION

Sandbox Categories

Sandbox Adware; Sandbox Malware/Bo...

ZPA Application Segment

Any

Al Instant Verdict

Minimum Threat Score (40 - 70)

Enter Text

Policies / Cybersecurity / Inline Security / Sandbox /
Advanced Policy Settings / Add Sandbox Rule

2025 Zscaler, Inc. All rights reserved



Prevent Malicious DNS Tunneling

ZIA — DNS Tunneling

DNS traffic is assumed to be good in
most networks and typically bypassed at
the firewall. Tunnels can be set up in
DNS to transfer data, such as is often
used for security software updates. But
it is not uncommon for bad actors to use
DNS tunnel for C2 communications.
Zscaler can monitor DNS for tunneling
and use Alto determine whether the
tunnel is malicious.

DNS tunneling settings are found
where you add DNS filtering rules.
Select criteria in DNS Tunnels &
Network Apps. DNS Advanced
capabilities come with the Firewall
Advanced license.

22 console.zscaler.comyfinternet-saas#policyffirewall/dns-control

Add DNS Filtering Rule

DNS FILTERING RULE

Rule Order Admin Rank

13 7

Unselected Items Selected Items (13 )

BaiduYunDns
Search...
DnsTunMaliciousRsvd

Commonly Blocked DNS Tunnels GenesisMissionaryBaptistChurch
BaiduYunDns Hoff

DnsTunMaliciousRsvd Kro DNS Application

GenesisMissionaryBaptistChurch LearnZolaSuite

Hoff MailShell
Kr0 SongMountainFineArt

LearnZolaSuite TGIN

m Cancel Clear Selection

Any v UK

Request Categories -3 Response Categories

o

Policies / Access Control/ Firewall/ DNS Control/
Add DNS Filtering Rule / DNS Application

2025 Zscaler, Inc. All rights reserved



Browser Isolation Only When Risk is High

ZIA — Smart Browser Isolation

Browser isolation is great, but it may
seem that you have to deliberately
configure which categories or domains
willbe rendered in isolation. Not so.
Zscaler can be configured so only high
risk domains are rendered in isolation.
This is important as domain risk may
chance over time, as well as the
constantly changing catalog of domains
that come and go.

Make sure that you have Browser
Isolation profiles configured, then
simply enable Smart Isolate by user or
group. Cyber Browser Isolation
Advanced license is needed.

o

& Cybersecurity v
Tl Inline Security -
Threat Prevention v

Advanced Threat
Protection

Malware Protection

Mobile Malware Protection
IPS >
Private App Protection >
Sandbox 22
Secure Browsing v

Secure Browsing

¢ SaaS Security API »
</> Partner Integrations »
S

Analytics

Configure Browser Control Policy

Administration v

25 console.zscaler.com/internet-saas#policy/web/browser-control

Policies v Infrastructure Logs v

Older browsers with known vulnerabilities increase the security risk for an organization. Allowing a limited set of browsers reduces risk.

Smart Isolate Browser Control

SMART BROWSER ISOLATE

@ Recommended Policy

Enable AI/ML based Smart Browser Isolation

Users

i v

CLOUD BROWSER ISOLATION

Browser Isolation Profile

ZeroTrust L 4

Save Cancel

Groups

OR All Users v

Policies / Cybersecurity / Inline Security / Secure Browsing

2025 Zscaler, Inc. All rights reserved



loT Device Fingerprinting

23 console.zscaler.comfinternet-saas#iot-discovery-report € h* 4 [a i Incognito
Analytics Administration Policies ~ Infrastructure ~ Legs v Q O ® &
Z IA — IoT Device G rou pS & Repor.t & € c 23 console.zscaler.comfinternet-saas#policy/webjfurl-and-cloud-app-control?URL_FILTERING_POLICY
. . Add URL Filtering Rule
ZIA uses Alto discover IoT devices and
. . . . Locations
Organlze them lntO thelr funCtlonal Unselected Items Selected Items ( 58 )
) ) — 3D Printers

groups. You can now set URL Filtering search.. rccess Control Eaipment
policies with IoT devices as a Device toT Alterative Eneray
G . L 1 Request Methods 3D Printers Android loT Devices

rO up S e ttm g 2 g lV]Il g yo u g.ranu ar COMNMECT; COPY; DELETE; GET; HEA... Access Control Equipment Automotive
control over groups of IoT in your ; Atornative Eneray Barcods, RFID & Tracking Solutions
n e tW 0 rk Frotocels Android loT Devices Beverage Equipment

DNS Over HTTPS; FTP over HTTP; HT... Automotive Boosters, Extenders & Antennas

Barcode, RFID & Tracking Sclutions Business & Industrial

&&

Enable loT Discovery and Policy Control Devices = - Glear Selection
(2 buttons) in Location definitions
(Infrastructure / Locations / Legacy “
Locations). As discovery automatically " Device Trust Lovel
occurs, the loT Discovery Report and
loT items under Device Groups will
appear.

RULE EXPIRATION

Enable Rule Expiration

Analytics / Switch to Existing Reports / Internet & SaaS/ Analytics / IoT Discovery Report

Policies / Access Control/ Internet & SaaS/ URL Filtering / Add Filtering Rule / Device Group

2025 Zscaler, Inc. All rights reserved



Recommended App Segment Definitions and Policies

23 console.zscaler.com/private#applications/recommended

Z PA - Re CO m m e n d ati 0 n S fO r Analytics Administration v Policies v Infrastructure Logs
App Seg ments & Access Control v

¢ Internet & Saas »

Defining an App Segment is easy, but . -
g . pp g y’ BlBrivate Applications M Defined Application Segments Al-Powered Recommendations Application Segment Import
many organizations have 100 0 s or — , i Downioad as GoV

10 0 0 0 s private services or resources. App Segments v

App Segments

? Naofilters have been applied

Al- Powered Recommendations learns App Segments
from your traffic and recommends App Segment Groups
e ST 5 Attack Surface Recommended Users
Se g mc Ilt d c fm lt 10NnS as w¢ 11 aS uSsScr Name Applications Grouping Reasons Reduction O v ® Actions
. . . . Ed Firewall -
access p Y hCle S. Thls SCIVICC alS 0 Firewall Control N 20231201-5 pl-komo-customertest25-3.printers.ze DOMAIN NAME SIMILARITY 100.0% 1 + 2
calculates the attack surface reduction pl-Komo-customertest25-5.printers.ze. Appiications grouped based on
DNS Control v domain name similarity.
with the recommended policy. DNS Corarl
202312011 musfrgscewkslpr.test5.zero-trust.clou PORTS AND PROTOCOLS SIMILA 99.98% 7 + 2> i
DNS Application Group mushgexstidv.testS.zero-trust.cloud  Consists of RDP applications.
+1 Applications
- EDNS Client Subnet

Al- Powered Recommendations are e

. Network Services > 20231201-0 1jhvmy2.testS.zero-trust.cloud PORTS AND PROTOCOLS SIMILA 99.96% 14 + > i
fOU nd N the tab neXt tO Where YOU r o Zhgxhk2.testS.zero-trust.cloud Consists of Microsoft Endpoint
deﬁ ned App Seg ments are CIiCk Hetwor Appleations ’ +2 Applications Configuration Manager

- IP & FQDN Groups > applications.
Generate Recommendatlons to get a 20231201-9 cgvgmrO3.consumer.zero-trust.cloud WUSER ACCESS SIMILARITY 99.84% 48 + > i
started. Private Access Segmentation < cguamr04 consumer zero-trust.cloud  Appiications arouped b access
. y

license is needed.

Policies / Access Control/ Private Applications / App Segments /
Al- Powered Recommendations

2025 Zscaler, Inc. All rights reserved



Al - Assisted Performance Troubleshooting

ZDX — Root Cause Analysis

Once your probes are configured, ZDX
provides volumes of performance data
across networks, app services, and the
endpoint itself. Al- powered Root Cause
Analysis looks across all the data and
proposes the most likely causes for poor
performance. Plug this into your
Helpdesk and quickly identify and triage

most end- user performance complaints.

Root cause analysis is automatically
calculated for low ZDX scores. Simply
navigate through users and apps to
your desired ZDX score and the
analysis automatically launches. ZDX
Advanced Plus license is needed.

23 console.zscaler.com/digital-experience/users/116353659

e e

Endpoint DLP Reports
Email Security Reports

Generative Al Security
Reports

Instance Discovery Report
[ Private Applications »
¥ Connectors L4

M Digital Experience -

= Management
Dashboard b4
Applications
Users

User/Device Search

Inventory >
Device b
Diagnostics

Reporting >

Switch to Existing Reports

<

Analytics /

o Isaiah Langer (isaiah.langer@thezerotrustla

(=4 £ Incognito

Qa e &

Analytics Administration Policies Infrastructure

48 Hours = 2o Start Diagnostics =3 Share Snapshot
= bh.com)
ZDX Score Over Time @ & Zoom Out
100 MAY 30, 2025 02:15 AM PDT x
@
Zurich (Smooth ZDX Score) o] g
{=%
73
Compare to v
o
=
50 <
| ‘.I'l | PR | 1 iU il | ‘I | I
N (A Ik RTLEY i | |
25 U e U T I R LT ATt Ry T kAL TR R R vl HLATRS | el Mo o
! AT R i "‘ | Il | "'I J',l |'w"1‘wl | I- ity | ™ &
N \ q | Rl ey R 11 i | | RRATR! I o SN,
0 I/
O/SZUdm" 10:20 pm 01:20 am 04:20 am 07:20 am 10:20 am 01:20 pm 04:20 pm 07:20 pm 10:20 pm 01:20 am 04:20 am 07:20 am 10:20 am 01:20 pm 04:20 pm Of:ZUFrr
5/2 5/2 5/30 5/30 5/30 5/30 5/3 5/3 5/3 5/3 5/31 5/31 5/31 5/31 5/3 5/3 5/3
PDT POT
Smooth ZDX Score [:] ZDX Score
< The following factors might have impacted the ZDX score (May 31, 2025 07:05 PM PDT) @
Factor Explanation Confidence Level Provide Feedback
High Local Network Latency 100% [ ]
High DNS gihhfi:iresoluticn time detected, causing an overall increase in the page 14.26% A

Switch to Existing Reports / Digital Experience Management / Users

2025 Zscaler, Inc. All rights reserved
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Copilot for ZDX

] 23 console.zscaler.comfanalytics/copilot a & W (- £ Incognito

.
Z DX ‘ opllot Analytics Administration ~ Policies ~ Infrastructure Logs Q @ &

2 Diagnose performance issues for Isaiah Langer last 2 hours?

Zscaler Copilot works like you would o Coplet «

expect — ask questions in natural

language and Zscaler Copilot will Lk oy Eeachan 10L15721 0 Ry 1017256 onaga ot e s
interpret and pull information to answer S e e of s e Applcsion ssuesfrlman Langer

your question. Ask simple questions T — Lkl Sorer Rosponee i (SR s ith Savicehon and Zuich.

such as what is a user’s ZDX score for

Policy Blocks Trend Visualization

the past two hours, or ask complex S

Digital Assistant Powerad by A

4, Troubleshooling experience issues for |saiah Langer between Jun 01, 2025 01:35 AM and Jun 01, 2025 03:35 AM ...

Bed
-
s

Curent

Network Issues for Isaiah Langer

oS
™

/
feMg poon

questions, such as troubleshoot this ety Vs osrerce e = - £
. . ZPA Status and Setup Overview 9 . e
2 35.{35 pm 08:45 pm 086: 7:05 'J'r‘.'lIS pm C7'2.5 <l 07:35 prm 07:45 pm 07:55 pm 8:0! 33;’[57 prm 8:30 pm
user’s performance and Copilot will WBTETRR TR T TAm o Tam o Tam o Tem o Temo o g
interrogate Zscaler, using all Zscaler Hanchar's xparince Tousesnostng ® € ©)
1. . Recent Network Experience Checking Devices Checking Networking Checking Applications
ZDX capabilities available, to compose a %
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Copilot is one of the tabs on Analytics. °

o
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Just start asking questions, or choose >

one of the suggested questions to get g

started. ZDX Advanced Plus license is

n .
eeded Analytics / Copilot
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Keep SaaS Configurations Safe

ZIA — SaaS Posture Management

SaaS Security Posture Management
(SSPM) ensures that your SaaS
application configurations do not drift.
This includes Alanalysis of controls to
maintain compliance, to keep
remediation steps current, and to
regularly evaluate CVE risk 3"- party
access. Some of this is visible in the SaaS
Security Report, but there is also an
Advanced Posture Management console
with expert capabilities.

Essentials configuration is available on
the SaaS Security Posture Management
page, including a link to the expert
system console. SaaS Security license is
needed.
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€ 0o i O D

Posture
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80 ~
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€ zscaler-demo

¢ FFIEC +3

Theo .

Qust

B Zscaer demo
1 Drift
531 Week
Allow Users to Authenticate with Certificat
Erebind © fated ]
[ ») En e Ei tion Lo Unaulhorized Acc
© ?
124 A tew
[ o) Block Third-Party Integrsted A t
jemo
] O

Policies / Data Protection / Policy / SaaS Security / SaaS Security Posture Management

2025 Zscaler, Inc. All rights reserved



Take Aways

If you are mterested in an advanced AI- powered capability you are not currently
licensed for, ask you Zscaler sales executive for a trial of that license.
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Real world benefits

= Cloud- native security replacing VPNs/ firewalls
= Zero Trust reduces attack surface

= 80% bandwidth savings , faster performance

= Blocks 99.9% threats (Al ML- powered)

= 50% fewer breaches , 60 % cost reduction (customer- reported)

2025 Zscaler, Inc. All rights reserved



20 25 Zscaler, Inc. All rights reserved



Dashboard

Risk 360

d

Dashboard

Risk360 =

Insights

Organization Risk Score Risk Score Trend

2% External Attack Surface @ 75 o Compromise © 85

. . ow Medium  High Critical ow Medium  High Critical
Is your organization S
Financial Risk
= Lateral Propagation ® 79 £ Dataloss @ 93
S a fe O r n O t ? a'&' s o ] — e —- Customized Risk Score Zscaler Risk Score Industry Peer Average Score <> Key Events
. . « Low Mediurr High Critical ow Medium High Critical
Configurations,

external attack surface, v

Risk Events by Location ®

compromises, data @
loss — measure risk haBds
over time and compare A

industry average.

Top Risky Locations

California, USA

United Kingdom

Israel

https:// www.zscaler.com/ products- and- solutions/ zscaler- risk- 360
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Inventory

+. Discovered Apps (@ Overlapping Apps (® Cost Savings B u Si n eSS
n
Insights

1,011 32 $ 44,736*

Discovered Applications Trend

You pay a lot for apps
and facilities, but how
I well are those
® Hiah Usane investments being
used? Zscaler can
cross reference use of
2 apps and locations by
O discovered (] Low Usage user, showing you
how frequently
Top 10 Discovered Applications resources are belng
used. This is
especially msightful
dCloud Cloud Stor ... + 2 00% 0% $ 54,579,096 with shadow IT.

Application ] Capability ] Active Users (last...® Engagement Index... & Growth Trend(D) & Data Source ] Spend

0 Zoho CRM Analyt ...+ 2 ¥ 16.67% L $ 158,000

https:// www.zscaler.com/ products- and- solutions/ business- insights
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Dashboard Data source: ZIA Web logs, Sandbox + Last Data Refresh: January 28, 2025

MITRE ATT&CK® Overview

B reaCh Overall Breach Probability © <1%

Oct23,2024 - Jan21,20 v

We do not observe enough findings to determine the breach

- probability of
P red I cto r .
Observed Users >

USERS STAGES ‘CATEGORY MALWARE FAMILY
@ 6% Increase % users impacted € 0% Increase

So many weak signals
but which ones are s s
worth your attention?
Cut through the noise
of information
overflow. Breach .
Predictor examines e e
weak signals,
correlating, organizing,
and prioritizing,
pomting you to the

most valuable use of
your time. .

backdoor

64

from breach

https:// www.zscaler.com/ products- and- solutions/ breach- predictor
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Coverage & Gap Analysis

Asset
EXxposure
Management

Are all your managed
assets properly
protected? Not only
will Zscaler generate
an accurate asset
inventory of all active
assets, but it will
quickly enrich the
CMDB with data from
security tools so your
view of exposure is
always up- to- date.

https:// www.zscaler.com/ products- and- solutions/ ctem
20 25 Zscaler, Inc. All rights reserved



Unified
Vulnerability
Management

Vulnerability scanning
alone only produces
noise. Context beyond
CVEs is needed to
properly prioritize
action and accurately
measure risk. UVM
enriches your
vulnerability scans
ranking them by real
risk.

https:/ / www.

Findings

Active Critical and High Fin... v

v Sources VvV Type Vv

a apache

v Overview

Findings by severity

9 findings found

Se

4 Explore 3 Configure (2] ‘ @

The remote Apache Tomcat server is affected by a denial of service vulnerability

Sep 14 2024 AM (5 montl

Score Explanation

Base Score Value

Orig

Score Adjustments Value

Final Score

Score Share % Score Change

+30%

Score Share % Score Change

zscaler.com/ products- and- solutions/ vulnerability- management
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Investigate
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0 Mar 2022 - 18:38

30 Apr 2022 - 06:22

31 May 2022 - 1706

02 Jul 2022 - 03:50

annm IP
ﬁ 10.

RISK SCORE FIRST EVENT

29 JUN 2022 | 11:02 +05:30
2 5 O LAST EVENT

29 JUN 2022 | 11:05 +05:30

THREATPARSE

= Anempted web kogin using an sdministrator
secoUnt

+ Attempted web kogin

* Web applcation access

= A low priofity known network threst signature wes
detacted

*  MNabwork connection initiated towards a decoy

TRIAGE INCIDENTS
MNo Triage Data Avallable

Deception

Bad actors can be
good at evading
security, but they
tend to investigate
and attack assets they
find. Deception brings
high fidelity telemetry
on both attacker
presence and tactics.
This 1s valuable SOC
intelligence to help
hunting and
remediation.

https:// www.zscaler.com/ products- and- solutions/ deception- technology
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Session Take Aways

Zscaler uses Al to automate foundational functions  to scale with
massive changes that occur on the Internet both in structure and attack horizon.
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Thank You




Controlware
Securhi‘ty Day
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Danke fur Il:lre Aufmérksamkeit.
Wir freuen uns uber lhr Feedback!

Bitte geben Sie den ausgefullten Bogen am Empfang ab und
erhalten Sie als Dankeschon ein kleines Prasent.
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