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Sicherheit ohne Kompromisse: 
Die Vorteile von Cisco Secure Access

Julian Rose
Leader, Sales Cybersecurity

17.09.2025, Congress Park Hanau
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Julian Rose Leader, Sales, Cisco
• Was sind die Treiber für Secure Service Edge (SSE)?
• Was hat Cisco in diesem Kontext anzubieten?
• Was macht Cisco mit Secure Access anders ?

• Wie genau funktioniert Secure Access?
• Was sind die verschiedenen Use Cases?
• SSE als Managed Service? Kein Problem!



… of businesses want to adopt a 
Security Service Edge (SSE) 
platform within the next 2 years

69 %

Source: 2024 Security Service Edge Adoption Report
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DNS
>12 years

CASB
>5 years ZTNA

>4 years

DLP
>5 years

DUO 
Posture
>4 years

SWG
>5 years

VPN 
Termination
>10 years

Cisco
Secure Access

Experience 
Insights/DEM 

>3 years

RBI
>5 years

Advanced Malware 
Protection
>7 years

Cloud 
Firewall
>5 years

Secure 
Client

>3 years

 Single Console

 Single Client

 Unified PoliciesProtecting 70,000+ customers More than 220M endpoints

Cisco Secure Access
Proven cloud-native security converged into one service



Internet

SaaS & AI apps

Modern 
private apps

Users 
Everywhere

Managed and 
unmanaged devices

IoT devices

From anything To anywhereSecure Access
Protect users and

things as they securely connect

Remote Campus Branch Airplane  Oil rig Stadium Field …

Traditional 
private apps

Cisco Secure Access
Converged cloud-native security grounded in zero trust



Secure Internet
Access

Internet 
apps

SaaS 
apps

Secure Private
Access

Private 
apps+ =

Security Service 
Edge (SSE)

Secure Access 
from anywhere to 
everywhere

Secure All Access with One Solution



We handle the 
connectivity, access 
control and security

STEP 2
Securely start work

STEP 1
Log In

Traditional apps

Private apps

Internet apps

SaaS apps

ZTA

VPN

SaaS

Direct

Secure
Access

Easy, frictionless user experience

Seamless Access - Users Anywhere



VPN

Digital Experience 
Monitoring

Network/
Endpoint Visibility

SSE
(ZTNA, SIA, DNS)

Device
Posture

Endpoint Security

Cisco Secure Client

One client, multiple functions



Secure Web 
Gateway (SWG)

Cloud Access 
Security Broker 
(CASB) & DLP

Zero Trust 
Network Access 

(ZTNA)

Firewall as a 
Service (FWaaS) 

& IPS

Core
Capabilities

Beyond
Core Capabilities DNS 

Security
Multimode 

DLP
Remote 
Browser 
Isolation

Advanced 
Malware 

Protection

File 
Sandbox

VPN as a 
Service

AI Assistant ISE 
Integration

Apple Private 
Relay

Digital Experience 
Monitoring (DEM)

SD-WAN 
Integration

AI Defense Identity 
Intelligence

Cisco Secure Access



VPN as-a-Service
Lift your VPN to the 
cloud — more control 
and easier to manage

ZTNA
Enable remote users to securely 
connect with least privilege 
access to private applications 

Traditional VPN
Network level 
access — cannot 
control at app level

You set the pace
Same client
Common policy

Flexible journey to ZTNA



Branch, hybrid 
work, IoT

Remote
Managed

Remote
Unmanaged

*Q2FY24

IPSEC

Client 
ZTA & VPNaaS

Users

Clientless ZTA

Cisco Secure Access

Secure Access PoPs

IPSEC

TLS

DC/POP/
Branch

Internet/ SaaS

Public/Private 
Cloud

Apps

Backhaul to 
private apps

Unified SSE Solution
• Identity and posture
• Unified Policy
• Cloud-native
• Magnetic Design

Remote 
Access

ZTA 
Digital 

Experience 
mgmt

Cloud-access 
Security Broker 

DNS 
Security

Web 
Gateway/ 

HTTPS

L3/4/7 
Firewall/ 

IPS

DLP

Device 
Posture

Secure Access

SD-WAN
Private Apps

        

    

Cisco Secure Access – One Platform for Everything you need
Architecture view



Use Case:
Secure Private Access



Private Traffic
Secure Tunnel

Benefits • SAML 2.0 + cert-based authentication
• Posture verification (optional)
• Trusted Network Detection

• Start before logon
• IPS
• Granular context-based control

Private traffic

DC/Colo/
Branch

Public/Private Cloud
VPN

Backhaul 
IPsec tunnelsL3/4 FW 

w/ IPS
MFA

Support
Posture

and Health
Optional

Auth

Cisco Secure Access

Secure Access PoPs

Secure Private Access
via VPN



Private Traffic
Secure Tunnel

Benefits

L3/4/7 
Firewall

Cisco Secure Access

POPs in Public Cloud

MFA
Support

Device Posture
and Health

App Connector Tunnel

Services
Router

Optional

Auth

All ports and protocols

ZTNA

QUIC
ZTNA
Proxy

app1.demo.comApp1.demo.com

• No routing/network modification on client
• App specific access

QUIC Redirect

• Performance benefits QUIC & MASQUE
• Per App tunnels
• Cloud bypass for sensitive apps (future)

• Improved end-user experience
• Improved Security step up auth
• Always on access

DC/Colo/
Branch

Public/Private Cloud

App2.demo.com

app3.demo.com

app2.demo.com

App3.demo.com
QUIC

Secure Private Access (Client-based ZTNA)
ZTNA



Clientless Access
Secure Tunnel

Capabilities • Clientless
• App-specific access
• Undiscoverable IP address

• Least privileged user access 
• Reduced threat surface

DC/Colo/
Branch

Public/Private Cloud
Private Applications

MFA
Support

Device Posture
and Health

Optional

Auth

Clientless Access

HTTP/HTTPs
RDP/SSH

Browser

Backhaul VPN or 
Resource 
connector

L3/4 
Firewall 
w/ IPS

ZTA
Proxy

Cisco Secure Access

Secure Access PoPs

Secure Private Access - Clientless
No VPN, No Client



Resource 1
Optimized

Resource 1
Optimized

Resource 2
Private Only

Resource 2
Private Only

ZT
Proxy

Cisco Firewall

Resources

Roaming Users
ZT

Proxy

Secure Access

Customer Premises

FTD

Policy

Backhaul Gateway

Hybrid Private Access for flexible enforcement 
Single set of ZTNA policies used in cloud and on-premise



Use Case:
Secure Internet Access



Internet Traffic

Secure Tunnel

Public Applications

VPN

Capabilities • SAML 2.0 + cert-based authentication
• Posture verification (optional)
• IPS

• Single Inline inspection
• Application policy

L3/4/7
Firewall w/ 

IPS

Internet SaaS

MFA
Support

Device Posture
and Health

NAT

Services 
RouterOptional

Auth

DNS SWG DLP CASB

Cisco Secure Access

Secure Access PoPs

Secure Internet Access
VPN Client



Internet Traffic
Non Web Traffic
Secure Tunnel

L3/4/7
Firewall 
w/ IPS

Internet/SaaS

SWG DLP CASB NAT

On Premise,
Users, Devices 

and Things

Office 365

Google

Dropbox

Salesforce

Cisco Secure Access

Secure Access PoPs

Capabilities • Auto tunnels with Catalyst SD-WAN 
• 1 GBps per tunnel
• BGP

• ECMP support
• Active/Standby
• Overlapping subnets/Outbound NAT

Secure Internet Access
Branch



Built-in Assurance and 
Assistance



Experience Assurance
Performance: GoodPoor

NetworkClient WiFi

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

Depictions are examples only.

Broadband
!

Node: 01.ca.comcast.net

IP Address
Forwarding Loss
Ave. Response

88.86.143.25 
32% (6 of 17 packets)
67.9 ms



1
Unified Security Framework

100%
Guardrails for top AI Apps

1200+
AI Apps Protected

Superior visibility & control
• Discover Shadow AI; define acceptable use

• Granular control
• Sensitive documents

• Source code

• Machine learning finds unstructured data 
• Patent applications
• M&A

• Financial statements and more

Secure Access sees and controls AI use



Easier for IT
Converged security in one
console, one client, one cloud
for simplified operations

Cost-effective efficiencies

Safer for everyone
Most comprehensive SSE solution 
with 3x the security capabilities
in one cloud service

AI-first Security Service Edge

Better for users
Seamless, secure access connecting 
your workforce
to anything from anywhere

High performance zero trust

Why Cisco Secure Access?



• Cisco Secure Access is easier for users, better for IT and safer for everyone - no 

compromises

• VPN renewal as compelling event (easy journey to Zero Trust)

• Technical Deep Dive session for your IT teams

• Proof of Value to highlight customer specific benefits

• Controlware Expertise for Cisco Secure Access available

Key Takeaways



©
 2

02
5 

 C
on

tro
lw

ar
e 

G
m

bH

Danke für Ihre Aufmerksamkeit.
Wir freuen uns über Ihr Feedback!

Bitte geben Sie den ausgefüllten Bogen am Empfang ab und 
erhalten Sie als Dankeschön ein kleines Präsent. 
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