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“A good Firewall
solution together with
Algosec is much better
than the best firewall

7)

system solo.
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IHR REFERENT HEUTE

Tobias Hulsdau

Regional Sales Engineer bei AlgoSec

E-Mail: tobias.huelsdau@algosec.com

LinkedIn: https://linkedin.com/in/tobias-huelsdau
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ALGOSEC AUF EINEN BLICK
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Gegrindet in 2004 1,800+ Enterprise Betreut 20 der
Kunden in 80 Landern "Fortune 50"
D
ISR é
Getrieben von Drei globale Support-
100% Kundenzufriedenheit Zentren fur
Unterstutzung 24x7/
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DIE HERAUSFORDERUNG

Eine neue Applikation soll eingefuhrt werden...
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DIE HERAUSFORDERUNG

Eine neue Applikation soll eingefuhrt werden...
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DIE HERAUSFORDERUNG

Eine neue Applikation soll eingefuhrt werden...
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DIE HERAUSFORDERUNG

Eine neue Applikation soll eingefuhrt werden...
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DIE HERAUSFORDERUNG

Eine neue Applikation soll eingefuhrt werden...
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APPLIKATIONSMODELLIERUNG IN APPVIZ

@) AppViz | Applications ® Hi tobias.huelsdau +

Applications > Help Desk Marketing =~ @ Active

laf o

oo

x DASHBOARD FLOWS @ DIAGRAM CHANGE REQUESTS VULNERABILITY RISKS ACTIVITY LOG

Q Source Destination Service

@ Search flows Q v v v + Add filter
Q

7 flows found ® 4 Blocked

w Application Flows (7) 4 New application flow | & Edit flows

Name Source Destination Service Comments Rule Usage

2 [ HR Payroll server J [ cloud.mybank.com LS HTTPS ) Connection to myBank .
= cloud services (NAT)

2 [ Finance Team | [ 10.82.18.20 | ¢ tep-256 J :

=l HR Payroll server 2 | [@ Federal income tax | S FTP Upload Tax reports to .

federal & state servers.
[ State income tax

[= HR backend server | [@ State income tax forms S~ FTP J Import tax forms to HR .

portal

By ADSL-admin | 6@k ATPRange2 | S any ) R

(@M elsfals Jalsfels]
e

12 | Confidential 0alg()sec



DIAGRAMM DER KOMMUNIKATION

@) AppViz | Applications
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® Hi tobias.huelsdau

© Applications > Help Desk Marketing =~ @ Active
o+
oo
x DASHBOARD FLOWS @ DIAGRAM CHANGE REQUESTS VULNERABILITY RISKS ACTIVITY LOG
Q Search Connectivity status Traffic direction
v All v All v | Clear filters
— 1] Save View | 2" DefaultView | ShowZones | pci l External { Private PClzone Show legend v
Q
PCI PClzone
| 16.47.71.62 > COYOTE3
T Private
G HR Payroll server 2 @ 10.20.3.250
| Finance Team > =@ 10.82.18.20
Flow: 4
Service: FTP
L) ATPRange2
External
¥

= State income tax = HR backend server HR Payroll server @ ADSL-admin

= Federal income tax [  State income tax fo... cloud.mybank.com
&

Qalgosec



TRANSPARENTE DARSTELLUNG DER RISIKEN

@) AppViz | Applications ® Hi tobias.huelsdau +
© Applications > Help Desk Marketing =~ @ Active
o+
oo
x DASHBOARD FLOWS @ DIAGRAM CHANGE REQUESTS VULNERABILITY RISKS ACTIVITY LOG
_ 95%
Q
Risks Score: 95%
Risk Profile: PCl.xml
Updated on: 21/08/2025 19:13 e
VIEW BY FLOWS VIEW BY RISKS
v | C00014 Unauthorized traffic from Other to PClzone
Z [ 16.47.71.62 2 Any [ COYOTE3 B Any
L [=] 10.20.3.250 L Any [= COYOTE3 B Any
v R08 "Allow Any service" rules |
8 Gy ADSL-admin 2 Any 8&h ATPRange2 @ Any
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WEITERE FUNKTIONALITATEN

Firewall Analyse und Reports
Policy Optimierung
Intelligent Policy Tuner

Globales Suchen in allen Regelsatzen

Pfadanalyse (Traffic simulation query)

Cloud App Analyzer

S ‘ Palgosec



FIREWALL ANALYSE U

» [J Rose_checkpoint | Home

ND REPORTS

Apr 7, 2025 | 10:42 Previous » o

1) HOME

@  risks

ZA RISKY RULES

Y0 CHANGES

POLICY OPTIMIZATION

VPN

‘= PpoLicy

£ REGULATORY COMPLIANCE

BASELINE COMPLIANCE
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& Rose_checkpoint

Security Rating

3 (=1

44% B

Baseline Compliance

2 Failed
9 Passed

PCI-DSS v4.0

6ATIV AT 16473930

bevea 13
Lom3 10T 20}
750 S04 98
64y saa
warsrie
freiE

Policy: Standard.W

Version: R80.40

Host: 10.20.145.71 Export/Print PDF

Risk Profile: PCl.xml

300
\ /
6 2s —_—"
2 s 25 2° 2°
Changes 2By . ® 2 e
o' 0 o wet pot

1 5 0

0 0

Rules Objects Risks Baseline Others
compliance
Policy Optimization
Rules Objects
Unused 0 Duplicate 2]
Covered 12 e Unattached 70 >
Disabled 4 ® Unused within

Rules

Time-Inactive 12 am
Not Logged 13 o

—

[Py e

sa3a80- Jo3 25 388 No Comments 46
3087

88!
-
&
Pt
b

patiea 15
{ows a3y
1015335 101547385
B 056 164335
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POLICY OPTIMIERUNG

» [¥) Pecan_PaloAlto | Policy Optimization Dec17,2020|17:40  Previous> @
4 1 .
Device: Pecan_PaloAlto
Export/Print PDF
{2  HOME
0] Rules Cleanup Rules Cleanup
RISKS
,_ 35 Unused rules 9
A RISKY RULES
30
25 - Covered rules 2
Y0 CHANGES -
15 Redundant special case rules 2
POLICY OPTIMIZATION 10
5 Consolidate rules 2
VPN 0
Unused Covered Disabled Time- Not No
inactive logged comments Unrouted rules 3
‘= PoLIcY
Unrouted objects within rules 1
£ REGULATORY COMPLIANCE Rule Reordering
- Disabled rules 2
BASELINE COMPLIANCE Lower RMPP (Rules Matched.Per Packet? means better performance.
Click fardetalls Time-inactive rules 4
I
5 - Rules without logging 18
‘1 - Rules with empty comments 32
3
- Rules with non-compliant comments 0
2
1 Rules with a time clause 4
0 .
Currert Top10 Full Rules about to expire 0

17 Confidentia Qalgosec



INTELLIGENT POLICY TUNE
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FROM

yahoo any

SOURCE USER TO DESTINATION

[“]any any any []any

SERVICE

Intelligent Policy Tuner Recommendation

ACTION

PERCENTAGE BUSINESS DOCUMENTATION

APPLICATIONS

55,974,327 2017- 58.118%
02-07

AlgoSec is unable to automatically suggest a tighter rule that only uses objects with at most 4 subnets, and service groups with at most 20. For more information please refer to the user guide or to the AlgoSec

Knowledge Base.

Intelligent Policy Tuner traffic breakdown

Rule Source
NAME

any

Rule Destination
NAME

any

Rule Service
NAME

any

IP SUBNET / ADDRESS
192.0.0.0-192.255.255.255
0.0.0.0 - 191.255.255.255
193.0.0.0 - 255.255.255.255

IP SUBNET / ADDRESS
10.0.0.0-10.255.255.255
0.0.0.0 - 9.255.255.255
11.0.0.0 - 255.255.255.255

SERVICES
udp/418
udp/827
udp/960
icmp/0-255
tcp/0-65535
udp/0-417
udp/419-826
udp/828-959
udp/961-65535
Other Services

COUNT
34,793,760

COUNT
11,398,716

COUNT
7,243,728
2,881,296

25,294,536

LAST USE
16Feb2017

LAST USE
07Feb2017

LAST USE
07Feb2017
07Feb2017
07Feb2017

PERCENTAGE OBJECT
100%

unused

PERCENTAGE OBJECT
100%

unused

PERCENTAGE OBJECT
20.45%
8.13%
71.41%

unused

Qalgosec




GLOBALES SUCHEN IN ALLEN REGELSATZEN

@) Firewall Analyzer PUEEE (2 Notifications # AlgoSec Administrator v
DEVICES 4
FO ALL FIREWALLS Number of devices: 132
Search... :
care Q Latest Report Mar12,2025 = 07:46:46 A
All Brands v
| 0 OVERVIEW POLICY CHANGES REPORTS ALL REPORTS MAP
ssues
Collapse All  Expand All
= © ALL_FIREWALLS nd) Export To PDF &) Export To CSV
‘% Data_Center_42
' DC_42_root @ Basic Search (O Advanced Search @® Search Tips
. DC_42
= Data_Center_82 All Fields | Contains | 192.168.1.1 + (3 Include ‘Any" Exact Match

'+ DC_82_root

. DC_82
MSO_ACI3/ACI3 m X Clear Search

v ACI3_common

4 ACI3_infra + Add Documentation X Clear Documentation  Disable Rule T Remove Rule > Generate Appviz Flow
(O select All (Rules were found on 5 of 123 devices.)

ACI3_newTenant1 Ad@] california_Zscalar (1 Rule

ACI3_prodl
i ACI3_Salesforce | | | Rule Order | Rule Name |Users |Other |50uroe IP |Destination 1P

+ ACI3_Wmmint O 20 h-192.168.1.1 ) An An [ An 2% h-192.168.1.1
4 y y y
MSO_ACI5/ACI5 =
ACI5_common i
ACI5_HR1 < Pageofl > Viewl-lofl

Y ACIS momt

1) HOME [dW All Devices Policy Pre, All Devices Policy Pre_copy 1, D1400_Policy, ls-Management, All Devices Policy Post installed on Eucalyptus
- qull RSY2PHERE St hule
DEVICES
[dWl Rose DR (1 Rule
@ DASHBOARDS [dE Texas_Firepower (2 Rules
© GRroups
@P MATRICES

19| Confidentia aalgosec



PFADANALYSE (TRAFFIC SIMULATION QUERY

Traffic Simulation Results

ALL_FIREWALLS A

Run On Source

21.08.2025| 15:07:13

Status
Partially Allowed

10.176.61.129

Entities (4) Status ¥ « Map
v Blocking (3)
® & Rose_DR
I.

® & Rose_checkpoint

® § Begonia_SRX

v Allowing (1)

® & Poppy_juniper
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dha

1.
AWSHybridConnection

10.176.50.166

€\ Resolve 8} Exportto PDF ) Export to CSV
Destination Service Application User
10.82.18.17 https Any Any
Details : e”

D
10.176.50.160/29

Rose_checkpoint

Begonia_SRX )

192.168.6.0/24

Poppy_juniper

aalgosec



CLOUD APP ANALYZER

Q) AlgoSec Cloud as 370859232646 X ® Hitobias.huelsdau~ © Global v

K 172.16.0.0]

172.16.1.0]
172.16.2.0]

Dashboard

table

Rouf
rtb-( 0a4b1dd086960a9b6
APP-5-VPC-rtb-private1-ap-northeast-1a

Application Discovery

Kubernetes Security uaz%x&ar&xr

Compliance >
\P vAe sub:\
DevOps > 7513e4af3c5061fe)y,
P 2Bt} lrbu pnet-privated: <@g no -northeast:1a. Vo036 70448894650

$9-040d83bd6a7d5bb86 r—J
"\
Settings / Configurations Route table Private subnet

APP-5-VPC-S
EC2 instance
-06d017b751e365b02
instance-01
rtb-0d2ecc9c2687cced9 subnet-0fb8a8bbeddc93213

APP-5-VPC-rtb-private2-aprriortheast-1cbnet-private2-ap-northeast-1c /
% Onboarding > NP .Network interface
vpc-026b50ff82951 1fae eni-0a5141e994645b834

P-5-VP!
BQ\ Access Management @ :\

VPC Endpoint

dob Integrations > vpce-036edbibafe 74ad4
APP-5-VPC-vpce-s3

@DWOWORDB

Threat Management >

A e S —

twork ACL
acl 0b42d3bc1b0943f02

net

i ubnet 0b971ad5351e2235d
Assets & Security Issues subnet%:g:;;ssalm;g subnet/pubImZ ap-northeast-1c
APP-5-VPC-subnet-publict-ap- northeast 1a Bublic cloud
aws AWS 5 \ 0.0.0.000
172.16.1.0
Route table
rtb-05bb1fe8b8dd7ef09 Internet gateway
APP-5-VPC-rtb-public  igw-07a e
C-rtb-p igw-07a386240d949733;
APP-5-VPC-igw

1| Confidential 0alg()sec



ALGOSEC HORIZON PLATTFORM
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AppViz
- J
- A
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- J
- A
Firewall Analyzer (AFA)
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Cloud
Network
Security
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Cloud
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ACE (Algosec Cloud Enterprise)

Algosec Horizon Platform

P T
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EINLADUNG ZUM ALGOSUMMIT 2025

30. September 2025 - 11:00 CEST — online
https://www.algosec.com/lp/algosummit2025

Welcome & opening remarks
Vision & roadmap: What's next for the AlgoSec Horizon platform and ACE
Customer spotlight: Success stories from the field
Convergence is here: Making cloud and datacenter teams work as one
Future of cloud security: Innovation that scales with you

Closing remarks & key takeaways

S ‘

@ algosummit

2025

Qalgosec
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Controlware
Securhi‘ty Day

-

Danke fur Ire Aufmérksamkeit.
Wir freuen uns uber lhr Feedback!

Bitte geben Sie den ausgefullten Bogen am Empfang ab und
erhalten Sie als Dankeschon ein kleines Prasent.
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VIELEN DANK!

@algosec Secure application connectivity.
Anywhere.
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https://www.linkedin.com/company/algosec
https://www.youtube.com/user/AlgoSec
https://twitter.com/AlgoSec
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