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1 Executive Summary 

At the beginning of April, we identified a StealC Stealer distribution campaign through printables.com,  
a legitimate 3D model-sharing platform.  

The activity was conducted through newly created accounts. 

Users downloaded a ZIP archive that appeared to contain a 3D model. However, the archive also included a 
text-based guide file.  

This guide was designed to socially engineer victims into executing malicious code on their systems. 

Threat actors used Pyramid, an open-source Python-based HTTP server, to deliver the StealC Stealer in 
encrypted form. The malware was then decrypted and executed directly in memory, via PythonMemoryModule 
which is pure-Python implementation of the MemoryModule technique to load a .dll or unmanaged .exe entirely 
from memory, helping the attackers avoid writing the payload to disk. 

 

 

 

 

Figure 2 Infection chain 

 

https://malpedia.caad.fkie.fraunhofer.de/details/win.stealc
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2 Technical Analysis 

2.1 Initial Access: 
The attack was initiated through a ZIP archive shared by newly created accounts on printables.com, a widely 
used and popular 3D model-sharing website. Inside the archive, attackers included a .txt file that instructed 
users to open the Windows Run dialog, paste the command provided in the description, and execute it like in 
the ClickFix technique. This method relied on social engineering to convince victims to launch the malicious 
command themselves. 

 

Figure 3 Text file to execute .lnk file over WebDAV 

 

Fj3-Converter.lnk: 

The .lnk file used conhost.exe to proxy the execution of PowerShell. It then executed the PowerShell script 
(WebGL.ps1) located on the same server where the .lnk file was hosted. The script is used to deliver and 
execute the second stage payload. 
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Figure 4 Open directory listings hosted on the attacker-controlled server 

2.2 Execution and Persistence 
The script downloads a ZIP archive named “JeffreyEpstein” from another server and extracts its contents 
into a folder with the same name under the Temp directory. 

It then executes an .lnk file to execute “JeffreyEpstein.py”.  

In addition, the .lnk file is copied to the Windows Startup folder to establish persistence on the compromised 
system. 

Finally, the script silently removed background jobs from the PowerShell session to reduce operational traces 
and minimize forensic visibility. 

 

Figure 5 Malicious PowerShell command to download main script and dependencies 
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JeffreyEpstein.py: 

This script monitors and logs script outputs. It also executes two additional payloads that are encoded using 
two layers of zlib compression and Base64 encoding. 

 

Figure 6 Content of JeffreEpstein.py  

 

After decoding the scripts, we observed that they were “cradle” scripts designed to connect to the Pyramid 
server over HTTP/HTTPS and fetch additional modules and dependencies from the server. They contain the 
remote server IP address, port information, username and password credentials, ChaCha20-based encryption 
parameters, and the HTTP communication path. 
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Figure 7 Decoded scripts (cradle) 

 

“pythonmemorymodule.py” is a Pyramid module for executing “PythonMemoryModule” in memory.  
PythonMemoryModule allows in-memory loading of a remotely fetched .dll or .exe via the MemoryModule 
technique. From this point onward, the remaining activity took place entirely in memory. 
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Figure 8 pythonmemorymodule.py from our memory dump 

During our behavioral analysis, a memory dump obtained from JeffreyEpstein.exe (pythonw.exe) provided 
sufficient indicators confirming that the malware executed in memory was the StealC Stealer. The figure below 
shows several notable strings identified in the dump file. 

In addition, these strings also matched multiple YARA detection rules associated with the StealC Stealer 
during the scan on YARAify. 

 

Figure 9 Notable strings from the dump and matching YARAify scan results. 
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2.3 Command and Control 
StealC collects browser credentials, cryptocurrency wallet data, Steam accounts, Outlook credentials, VPN 
and FTP client data, Telegram and Discord-related information, system information, and screenshots, then 
sends the stolen data to its command-and-control (C2) server over RC4-encrypted HTTP traffic. We identified 
178[.]16[.]52[.]29 as the C2 IP address used by the StealC Stealer. 

 

 

Figure 10 HTTP Post request to C2 - WireShark 

 

Figure 11 shows the StealC configuration identified from our dump obtained through Triage Sandbox. 

 

Figure 11 StealC configuration identified by Triage Sandbox 
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3 Threat Intelligence Findings 

To identify which account or accounts were used in the campaign through the initial access platform, we first 
used the image contained in the downloaded ZIP archive as a pivot point. However, we did not observe any 
suspicious activity in the files shared by the account we initially reached. 

 

Figure 12 Account from which the image was copied - printables.com 



From 3D Models to StealC: Threat Actors Abuse printables.com to Deliver StealC Stealer 
3 Threat Intelligence Findings 

Controlware GmbH | Dominik Degroot & Serkan Sirmaci  | Klassifizierung: EXTERN  
Version: 1.0  |  Stand: 12.06.2026  |  Status: Final 

 
Page 11 of 25 

 

We assessed that the threat actors copied legitimate files from other accounts and reused them in the mali-
cious ZIP archives. Later, by using the ZIP archive name as a pivot, we identified another account. However, 
printables.com had already suspended this account but the malicious file was still accessible through its 
direct download link.  

 
Figure Figure 13 Account used to distribute the malicious file - printables.com 

 

We also considered the possibility that additional accounts were involved and attempted to identify them on 
the platform, but the search functionality was limited. 

As a further pivot, we reviewed discussions on Reddit, assuming that some users may have reported suspi-
cious activity. The details in the user reports confirmed our assessments. 

 

Figure 14 User report - Reddit 
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In response, printables’ representatives stated that they’re working on it. We checked similar malicious 
accounts, and all of them had also been removed. 

 

 

Figure 15 printables’ representatives - Reddit 

 

During our review on Reddit, we also identified from user reports that campaigns distributed through printa-
bles.com were still actively ongoing. As previously reported by Morphisec, malicious scripts embedded in 
“.blend” files continue to be used in current campaigns. Figure 16 shows an example of a direct message 
received by a user on the platform. 

 

Figure 16 User report - Reddit 

Considering that the attack chain was identical to the campaign previously reported by Hunt.io and Morphisec, 
that the main Python script was the same except for comment lines, and that earlier campaigns delivered 
through another 3D model platform (cgtrader.com) using .blend files showed similar tradecraft, it is highly 
likely that the same threat actors were behind this campaign. 

https://www.morphisec.com/blog/morphisec-thwarts-russian-linked-stealc-v2-campaign-targeting-blender-users-via-malicious-blend-files/
https://hunt.io/blog/russian-actor-cloudflare-phishing-telegram-c2
https://www.morphisec.com/blog/morphisec-thwarts-russian-linked-stealc-v2-campaign-targeting-blender-users-via-malicious-blend-files/
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In this campaign, no Russian-language words were observed in the script comment lines. Instead, the scripts 
contained many meaningless comment lines filled with slang and profanity, and the globally well-known name 
“JeffreyEpstein” was chosen as the file name.  

3.1.1 Pivoting from the IP address 
Pivoting through VirusTotal showed that the same IP address was also associated with another ZIP archive. 
This sample was different from the campaign we analyzed in terms of the dropper mechanism and content of 
python script.  

In this case, the payload was delivered through an executable file acting as a wrapper for a compiled AutoHot-
key (AHK) script. The executable embedded a PowerShell command string that was executed at runtime. 
However, the PowerShell script used in this sample was almost the same as the PowerShell stage observed 
in our analyzed campaign. 

 

Figure 17 Embedded PowerShell script 

In this ZIP archive we analyzed, we identified a Python script created using the same technique, which con-
tained Russian-language comment lines. This suggests that multiple campaigns have been operated through 
this IP address. 

 

Figure 18 Similar Files contains Russian comments found on VT  



From 3D Models to StealC: Threat Actors Abuse printables.com to Deliver StealC Stealer 
3 Threat Intelligence Findings 

Controlware GmbH | Dominik Degroot & Serkan Sirmaci  | Klassifizierung: EXTERN  
Version: 1.0  |  Stand: 12.06.2026  |  Status: Final 

 
Page 14 of 25 

 

3.1.2 Analysis of svchost.py 
This script is a fully featured Python RAT (Remote Access Trojan). A single .py file contains all the following 
capabilities combined and more: 

 Full desktop takeover → hVNC lets the attacker use the machine invisibly 

 

Figure 19 svchost.py 
 
 Cryptocurrency theft → Clipper supports 10 different crypto currencies 

 

Figure 20 svchost.py 

 

 Credential harvesting → Keylogger + real browser profile copying (passwords + cookies) 

 

Figure 21 svchost.py 
 
 Network pivoting → Converts victim into a SOCKS5 proxy server 
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Figure 22 svchost.py 

 

 Persistence → State file reactivates all modules on restart 

 

Figure 23 svchost.py 

 

 Anti-detection → Hidden windows, Playwright stealth mode, webdriver fingerprint bypass 

 

Figure 24 svchost.py 

3.1.2.1 C2 

It strongly indicates that PROXY_IP (193[.]233[.]138[.]21:9999) serves as the primary C2 endpoint rather than 
a proxy server. Immediately after establishing a connection, the implant transmits a detailed victim system 
profile including hostname, username, public IP address, OS version, CPU count, RAM, and disk capacity. 
This behavior closely aligns with a typical C2 check-in routine and does not match the behavior of standard 
proxy protocols. 
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Figure 25 svchost.py 

 

Threat actors likely favor 3D model-sharing platforms because users are accustomed to downloading archives 
and project files from trusted community sources, making malicious deliveries appear legitimate while provid-
ing access to technically inclined users who often hold valuable credentials, wallets, and business data. 
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4 Recommended Mitigation Measures 

Considering the large number of malicious-user reports in Reddit discussion threads, the highest-priority pre-
caution is to remind your users to remain cautious when using platforms where content, files, or folders can 
be publicly shared. 

Users should also be reminded not to follow instructions that ask them to copy commands from any public 
source and execute them on their own systems. 
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5 Detection 

 

# Detection Rule Target Phase MITRE ATT&CK Severity 

1 ClickFix Technique - Suspicious RunMRU 
Registry Entry 

Initial Execution T1059, 
T1204.004 

High 

2 Execution of conhost.exe to proxy PowerShell 
execution 

Payload 
Deployment 

T1059.001 High 

3 Copy of  Python script’s Shortcut to Startup 
Folder 

Persistence T1547.001 High 

 

5.1 Detection Rule Details 
1. ClickFix Technique - Suspicious RunMRU Registry Entry with LOLBins and Obfuscated Payloads 

Detection Focus: Identifies ClickFix social engineering attempts through Windows Run dialog command 
history analysis 

Monitored Indicators: 

 LOLBins execution patterns (PowerShell, MSHTA, Rundll32, WScript, Curl, Wget, CMD, MSIExec) 

 Obfuscated URLs and IP-based URLs 

Campaign Relevance: Detects the initial execution vector where users manually copy and execute malicious 
PowerShell commands from .txt File via Windows Run dialog. This is the primary entry point for the campaign. 

 

2. Execution of conhost.exe to spawn PowerShell 

Detection Focus: Detects suspicious usage of conhost.exe in headless mode spawning PowerShell with 
execution policy bypass arguments. This behavior can indicate process proxying,stealthy script execution, or 
abuse of console host behavior by malware or hands-on-keyboard activity. 

Monitored Indicators: 

 Process execution with Conhost.exe as parent process 

 Specific arguments in command 
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Campaign Relevance: Identifies the specific process chain used in this campaign, where Fj3-Converter.lnk 
invoked conhost.exe in headless mode to spawn PowerShell, which then fetched and executed WebGL.ps1 
from the attacker-controlled server. This indirect execution path is used to bypass application control policies 
and obscure the true parent process of the PowerShell script, making the activity less conspicuous in process 
tree views. 

 

3. Copy of Python Script’s Shortcut to Startup Folder 

Detection Focus: Detects creation of specifically named .lnk files — svchost.lnk or JeffreyEpstein.lnk — inside 
Windows Startup folders. .lnk files placed in Startup locations are a well-established persistence technique 
that ensures execution on every user logon. The use of campaign-specific filenames makes this rule highly 
targeted with minimal false positive risk. 

Monitored Indicators: 

 File creation events targeting known Startup folder paths (\Microsoft\Windows\Start 
Menu\Programs\Startup, \Start Menu\Programs\Startup) 

 .lnk filename matching campaign artifacts: JeffreyEpstein.lnk (primary payload launcher) or 
svchost.lnk (masquerading variant observed via VirusTotal pivoting) 

Campaign Relevance: Identifies the persistence step carried out by WebGL.ps1, which copied the 
JeffreyEpstein .lnk shortcut into the user’s Startup folder. This ensures that JeffreyEpstein.py — acting as the 
Pyramid cradle launcher — executes automatically on every subsequent user logon, maintaining persistent 
access to the Pyramid C2 infrastructure and enabling repeated in-memory StealC delivery without requiring 
re-infection. The inclusion of svchost.lnk as a monitored filename reflects a masquerading variant identified 
during VirusTotal pivoting on the campaign’s C2 infrastructure, where the same threat actors disguised the 
shortcut under a name mimicking a legitimate Windows system process. 

 

These Sigma-based detection rules provide layered coverage across the complete attack lifecycle and are 
integrated into our HuntingGrid threat hunting platform for automated detection and alerting. 
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6 IoCs 

Value Description 

SHA-256: 
97a9a8ebff30e833dddcc0436da29a34b25721cc58df72959bc7d78c30ac80dc 

Instruction.txt 

SHA-256: 
ffcc65be8ed5149d3ad230f77d33f0105e88d43e57688e9c47372aa3a1e8f574 

JeffreyEpstein.py 

SHA-256: 
8fff3daf541c263bc7eb3a411152d9c724f26c95c62230acd20fa56d0bc794d2 

Fj3-Converter.lnk 

SHA-256: 
2b0f82ad46ae88bfd0b823fc0412fd955ee599a2d51d62d557758b4d09a7cdbc 

WebGL.ps1 

158[.]94[.]209[.]227 Pyramid Server 1 

178[.]16[.]53[.]173 Pyramid Server 2 

fileconverter[.]sbs (178[.]16[.]55[.]171) WebDav / HTTPS Server 

178[.]16[.]52[.]29 StealC C2 

hxxp://178[.]16[.]55[.]153/JeffreyEpstein.zip ZIP Archive JeffreyEpstein.zip 

hxxp://178[.]16[.]55[.]153/InternetV1.0.zip ZIP Archive  InternetV1.0.zip 

193[.]233[.]138[.]21:9999 Possible C2 for Python RAT 

SHA-256: 

22c5f1014360dda67df65f3e7891c3d0c38d021d6728b717bd50a195992e5986 

print.exe Wrapper 
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7 MITRE ATT&CK Mapping 

7.1 Resource Development 
Technique ID Technique Name Procedure 

T1585.001 Establish Accounts: So-
cial Media Accounts 

Threat actors created platform accounts on printables.com 
to distribute malicious ZIP archives disguised as legitimate 
3D model files. 

T1587.001 Develop Capabilities: Mal-
ware 

Threat actors used and customized the StealC Stealer, 
along with supporting scripts and loaders, for credential 
theft and in-memory execution. 

T1608.001 Stage Capabilities: Up-
load Malware 

Threat actors abused printables.com, a legitimate 3D 
model-sharing platform, to distribute malicious ZIP archives. 

 

7.2 Execution 
Technique ID Technique Name Procedure 

T1204.002 User Execution: Malicious 
File 

Users downloaded and opened a ZIP archive that ap-
peared to contain a legitimate 3D model. 

T1204.004 User Execution: Malicious 
Copy and Paste 

The .txt guide instructed users to open Windows Run, 
paste the provided command, and execute it. 

T1059.001 Command and Scripting 
Interpreter: PowerShell 

The .lnk file executed a PowerShell script named 
WebGL.ps1 from a remote server. 

 

 

7.3 Persistence 
Technique ID Technique Name Procedure 

T1547.001 Boot or Logon Autostart: 
Registry Run Keys / 
Startup Folder 

The .lnk file for JeffreyEpstein.py was copied to the Win-
dows Startup folder to maintain persistence. 
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7.4 Defense Evasion 
Technique ID Technique Name Procedure 

T1027.013 Obfuscated Files or Infor-
mation: Encrypted/Encoded 
File 

The scripts used zlib compression and Base64 encod-
ing to hide embedded payloads and configuration data. 

T1140 Deobfuscate/Decode Files or 
Information 

The encoded Python scripts were decoded during exe-
cution to retrieve the Pyramid cradle logic and configu-
ration. 

T1127 Trusted Developer Utilities 
Proxy Execution 

The .lnk file used conhost.exe to proxy PowerShell ex-
ecution. 

T1620 Reflective Code Loading The PythonMemoryModule loaded by Pyramid. 
 

T1070 Indicator Removal The script silently removed PowerShell background 
jobs to reduce operational traces. 

7.5 Credential Access 
Technique ID Technique Name Procedure 

T1555.003 Credentials from Password 
Stores: Credentials from 
Web Browsers 

StealC targeted browser credentials and browser local 
state data from browsers likeChrome, Edge, and 
Brave. 

T1552.001 Unsecured Credentials: Cre-
dentials In Files 

The malware targeted stored credentials and sensitive 
data from applications such as Outlook, VPN clients, 
FTP clients. 

7.6 Collection 
Technique ID Technique Name Procedure 

T1113 Screen Capture StealC used BitBlt API to capture screenshots from the 
infected system. 

T1005 Data from Local System StealC collected system information, cryptocurrency wal-
let data, Steam data, Telegram and Discord artifacts, and 
other local files. 
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7.7 Command and Control 
Technique ID Technique Name Procedure 

T1105 Ingress Tool Transfer The PowerShell script downloaded the JeffreyEpstein ZIP ar-
chive and fetched additional modules and dependencies from 
the Pyramid server. 

T1071.001 Application Layer 
Protocol: Web Proto-
cols 

The cradle scripts connected to the Pyramid server over 
HTTP/HTTPS to retrieve modules and dependencies. 

T1071.001 Application Layer 
Protocol: Web Proto-
cols 

The initial ClickFix script downloads the next stage via WebDAV. 

T1573.001 Encrypted Channel: 
Symmetric Cryptog-
raphy 

The malware used encrypted communication, including RC4-en-
crypted HTTP traffic. The Pyramid cradle uses ChaCha20 en-
cryption for module retrieval. 

7.8 Exfiltration 
Technique ID Technique Name Procedure 

T1041 Exfiltration Over C2 
Channel 

Stolen data was exfiltrated to the StealC C2 server over en-
crypted HTTP traffic. 

 

7.9 Impact  
Technique ID Technique Name Procedure 

T1657 Financial Theft Credential harvesting for cryptocurrency wallets/exchanges. 
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Appendix A Locations 

Locations in Germany 

Company Headquarters 
Controlware GmbH 
Waldstraße 92 
63128 Dietzenbach 
 
Tel: +49 6074 858-00 
Fax: +49 6074 858-108 
E-Mail: info(at)controlware.de 

Berlin 
Controlware GmbH 
Justus-von-Liebig-Straße 7 
12489 Berlin 
 
Tel.: +49 30 67097-0 
Fax: +49 30 67097-111 
E-Mail: info-ber(at)controlware.de 

Dortmund 
Controlware GmbH 
Adi-Preißler-Allee 4 
44309 Dortmund 
 
Tel.: +49 231 229685-00 
Fax: +49 231 229687-99 
E-Mail: info-dtm(at)controlware.de 

Düsseldorf 
Controlware GmbH 
Meerbuscher Straße 78 
40670 Meerbusch 
 
Tel.: +49 2159 9696-0 
Fax: +49 2159 9696-96 
E-Mail: info-due(at)controlware.de 

Hamburg 
Controlware GmbH 
Am Stadtrand 56 
22047 Hamburg 
 
Tel.: +49 40 251746-0 
Fax: +49 40 251746-46 
E-Mail: info-ham(at)controlware.de 

Brandboxx Hanover 
Controlware GmbH / B125 
Hessenstraße 1 
30855 Langenhagen 
 
Tel.: +49 511 726092-0 
Fax: +49 511 726092-20 
E-Mail: info-han(at)controlware.de 

Ingolstadt 
Controlware GmbH 
Marie-Curie-Str. 22 
85055 Ingolstadt 
 
Tel.: +49 841 23222-0 
Fax: +49 841 23222-208 
E-Mail: info-ing(at)controlware.de 

Kassel 
Controlware GmbH 
Heinrich-Hertz-Straße 3b 
34123 Kassel 
 
Tel:  +49 561 47576-0 
Fax: +49 561 47576-29 
E-Mail: info-kas(at)controlware.de 

Leipzig 
Controlware GmbH 
Eilenburger Straße 1a 
04317 Leipzig 
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