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The Rise of File-Borne Malware
S E C U R I T Y  &  B U S I N E S S  C H A L L E N G E S
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Data & Files in Critical Environments
C H A L L E N G E S

How?Why? What?Why?

72 %
Rise in cyber risks 

in 2024

42 %
of organizations experienced 

social engineering attacks

$4.88 M
Average cost of a 

data breach

Devices are not Designed to Scan Files



Data & Files in Critical Environments
C H A L L E N G E S

How?Why? What?How?

File Transfer / Email

Removable Media

3rd Party Laptops 
(Vendor / Contractor)

Remote Access

Data Replication / Sync



C H A L L E N G E S

How?Why? What?What?

Patches
Firmware

Configuration 

Manuals

Data Files

Office Documents

Image Files
Videos

DATA INBOUND

Log Files

Backup Files
Data Files

Replication & 
Synchronization data

Images

Compliance Reports

DATA OUTBOUND

Collaboration 

Data & Files in Critical Environments



Multiscanning
Detect nearly 100% of threats using 30+ 
antivirus engines simultaneously.



Multiscanning
With more antivirus engines you get more 
coverage and a smaller risk window.

M A L W A R E  P R E V E N T I O N

Single Engine 8 Engines 16 Engines Max Engines

~45.4%

89.9%

95.1%

99.2%



M E T A S C A N T M

Why 
Multiscanning

Different AV vendors will be the first 
to discover new malware 
(polymorphic & non-polymorphic)

Some AV vendors may take days, 
weeks, months, or even years to add 
detection

AV Vendors use proprietary heuristic 
algorithms

Different algorithms have their own 
strengths and weaknesses

Proactive defense



Adaptive 
Sandbox
Adaptive threat analysis technology enables 
zero-day malware detection and extracts 
more indicators of comprise.



Adaptive Sandbox
How our emulation-based sandbox works.

M A L W A R E  P R E V E N T I O N



Deep CDR
Sanitize files to prevent known and unknown 
malware and zero-day attacks. 



What Deep CDR Does
D E E P  C D R

Identify & Scan

Verify file type and identify all active 
embedded content in file

Regenerate & Convert

Disarm all the potentially malicious 
content and reconstruct the file with 
safe components

Rebuild & Use

Generate a threat-free file with
full functionality and quarantine
the original file

Productivity Files,
Archives, HTMLs

Links, Media, Objects Clean Files
Usable Elements



Deep CDR
Sanitize, block and remove file objects and regenerate a safe copy.

M A L W A R E  P R E V E N T I O N

Recursive Secure File 
Regeneration

Text Paragraphs

Macro 1

Unused Object

Meta data

OLE object

Hyperlinks

Macro 2

Image

Video

Text Paragraphs

Macro 1
(Removed)

Unused Object (Removed)

Meta data
(Regenerated)

OLE object 
(Removed)

Hyperlinks (Regenerated)

Macro 2

Image
(Sanitized)

Video
(Sanitized)

Safe Copy 
to Use

Dump or 
Quarantine 

Original



• Check certain types of software for known 
vulnerabilities before installation

• Scan systems for known vulnerabilities when 
devices are at rest

• Quickly examine running applications and their 
loaded libraries for vulnerabilities

Detect Application Vulnerabilities Before They Are Installed

O P S W A T  T E C H N O L O G I E S

File-Based Vulnerability Assessment

2.5k 

Supported Vendors

30k+ 
Associated CVEs With 
Severity Information

3M 
Identified Active 

Vulnerable 
Hashes



EXTERNAL NETWORK CLASSIFICATION                                                                  LOW HIGH EXTRA HIGH

Purdue                                                                                                            Level 4 Level 3.5 Level 2

Core

Core

Core

A Day in the Life of a Data File
S E C U R I N G  T H E  F L O W  O F  D A T A
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A Day in the Life of a Data File
S E C U R I N G  T H E  F L O W  O F  D A T A
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Danke für Ihre Aufmerksamkeit.
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