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Warum wir heute uber die Fortinet Security Fabric sprechen

"7 Fabric Management
. KN .. Center

FORTIOS

Q)

(R e Security-Driven

FortiGuard | s ) Networking
Threat gl

Intelligence

Open
Ecosystem

« Ganzheitliche IT-Security

* Vernetzung statt Silos

» Weniger Risiko, mehr Kontrolle
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Vernetzung ist heute selbstverstandlich
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Menschen sind

B vernetzt

B Systeme sind

vernetzt

Informationen flielden

B in Echtzeit

« Warum sollte IT-Security
anders funktionieren?




Ein Blick in die echte
Welt

 Feuerwehr & Leitstelle

* Flughafen & Tower

» Notaufnahme & Triage

« Komplexe Situationen
— beherrschbar durch 0
Kommunikation

AER
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» Keine Abstimmung

« Keine gemeinsame Lage

Und jetzt stellen wir
uns vor ... > Verzdgerungen

» Eskalation
« Ware doch keine gute ldee — oder?




Genau das sehen wir heute oft in IT-Security

Firewall

Endpoint

E-Mail-Security

Cloud-Security

Unterschiedliche Hersteller, keine

: Jedes Produkt fur sich gut — gemeinsam oft blind
Telemetrie



Gemeinsames Lagebild

Austausch von Telemetrie
Ware es nicht besser, wenn

sie miteinander sprechen?

Schnellere Reaktion

Weniger Risiko
» Genau hier setzt die Security Fabric an




Die Fortinet Security Fabric

Vernetzung aller Security-Bereiche

Zentrale Sichtbarkeit

Automatisierte Reaktionen

Ganzheitlicher Schutz
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Fortinet — Fortify Your Network

"7 Fabric Management
‘ N . Center

@)

Adaptive Cloud

@ Security
Zero Trust
Access

FORTIOS

Q)

A e P Security-Driven

FortiGuard | Lt L Networking
Threat et

Intelligence

Open
Ecosystem

 Ganzheitlicher Sicherheitsansatz

* Netzwerk, Endpoint, Cloud, OT

 Sicherheit von Anfang an integriert
« Das steckt in unserer DNA

© Fortinet Inc. All Rights Reserved.
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Herzstuck der Security Fabric:

* Next-Generation Firewall
« Zentrale Policy-Instanz

 Telemetrie-Drehkreuz

 Sehr wahrscheinlich kennen Sie sie —
jede zweite Firewall weltweit

arno
i

FortiGate

Core Network Security Connectors

'/;/;7 SN R @ Logging & Analytics li?g FortiClient EMS

Fabric Root © Connected EMS @ Enabled
fabric © Connected IP address 10.100.88.5

Go to the Firmware & Registration page to authorize your FortiGate and handle any other
LAN Edge Devices device related concerns.
& Firmware & Registration

Device Type Device Count  Status

& FortiGate (5] device require authorization f
" FortiAP & 9 devices not registered

G FortiSwitch (2] e devices not registered

B FortiExtender (0] None configured

Security Fabric Connectors

E Central Management L:i'( Sandbox E FortiMail % Fabric Connector

Type FortiGate Cloud FortiSandbox FEVMOZ 8o FGT3
Status & Enabled © Connected Online FGVMO2 5 5an tiiie
Connected

Serial Number

Fabric C t 0 S ted C. t
% abric Connector uppor onnectors

FGT4 @B 4@ & D W o
FGVMO2 5 5

Connected
Serial Number

© Fortinet Inc. All Rights Reserved. 10



Fortinet # FortiGate

Endpoint Security

Secure Access (ZTNA, VPN)

E-Mail Security

Cloud Security

OT / loT Security

 Alles integriert — kein
Flickenteppich

Secure
Networking

Hybrid Mesh Firewall
FortiGate/FortiOS
FortiGate 5000 | 6000 | 7000

NOC Management

FortiManager | FortiManager Cloud

Managed Fortigate Service

LAN

FortiSwitch
FortiAP/FortiWiFi
FortiEdge Cloud
FortiNAC-F

WAN

Secure SD-WAN

FortiExtender

Unified
SASE

Single Vendor SASE

FortiSASE

Secure SD-WAN

Zero Trust Network Access (ZTNA)
FortiProxy

FortiMaonitor

Secure Endpoint Connectivity

FortiClient | FortiClient Cloud

Cloud Network Security
FortiCNAPP

FortiGate Public Cloud
FortiGate Private Cloud
FortiGate CNF

FortiFlex

FortiAnalyzer | FortiAnalyzer Cloud

FortiSIEM | FortiSIEM Cloud
FortiSOAR
S0C-as-a-Service (SOCaaSs)

Identity

FortiAuthenticator
FortiAuthenticator Cloud
FortiPAM

Early Detection & Prevention

FortiSandbox | FortiSandbox Cloud

FortiNDR | FortiNDR Cloud
FortiDeceptor

FortiRecon

© Fortinet Inc. All Rights Reserved.
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Ein Blick auf das
Portfolio

s Netzwe rk FortiGuard Security Services Fabric Management Center - SOC Fabric Management @ Open Ecosystem
Center - NOC

« User
(/ : l," Ij FortiManager ﬁf {:}’3

Content Security U User Security g Q FortiSandbox
FortiAnalyzer FortiSIEM Connector Fabric API

FortiEDR
Web Security U Device Security FortiDeceptor Q FortiCloud
\_)

Vol
Advnces = ~
Bundied Security — FortiMonitor
socmoc @ ; éﬁ EortiAl FortilSOAR FortiGuard MDR DevOps Extended Fabric
FortixDR Ecosystem

Service

* Anwendungen

 Cloud

gg R_/7

a @ ¢

s Data Ce nter @ Zero Trust Access @ Security-Driven Networking @ Adaptive Cloud Security
LAN Edge WAN Edge DC Edge Cloud Edge Network Platform Applications
« OT
. Und d H nicht all B @ Y @ < m & m e BB ba
n aS War nOC nIC a eS FortiClient FortiNAC FortiVoice FortiAP Fs%n‘ism FortiGate FortiSASE For:’iﬁau M;gﬁ:“d FortiCASB FortiCWP FortiWeb FortiMail
Cloud Security
Management ,
= = A —= {
&= = x z @ A~ e M
ForiToken Eertifuthenticator FortiCamera FortiSwitch FortiExtender FortiProxy FortilSolator FortiDDos ForiADC FortiGSLB
@ O 1@
Appliance VM Hosted Cloud S_uﬂwars Container
amn
© Fortinet Inc. All Rights Reserved. 12



Gemeinsames Wissen:
FortiGuard

* Globale Threat Intelligence
« Milliarden Events taglich

» Kl & Machine Learning

« Schutz in Echtzeit

Pioneering Al
in Cybersecurity

15+

Years Experience
Applying Al

200+

Patents*

Transforming Diverse Visibility Into Decisive Action

BROADEST TELEMETRY

496 M+

REAL-TIME AUTOMATION

3 e
Firewalls | Emails | z
Endpoints | Sandbox Files FortiGuard
Labs
T Trillions
of events

Shaping The Future Of Threat Intelligence Disrupting Cybercrime Through Partnerships

WORLD 25
MITRE O e ECONOMIC "
Cocter for Phowat A M g
Research Founding Secure by Founding Member The Intemnational Criminal
Partner Member Design Pledge Centre for Cybersecurity Police Organization

& Cybercrime Atlas

© Fortinet Inc. All Rights Reserved. 13



Je mehr Fabric —
desto mehr Schutz

« Mehr Telemetrie

» Bessere Erkennung

» Schnellere Reaktion

» Geringeres Risiko

« Alle profitieren
voneinander

Security Controls Vulnerabilities

Result
@ Passed
® Failed
173 @ Exempt
Total
© Q Search
Security control % Device &
[=] opti
Uniquely Named Policies © Devices
Verify that all policies are uniguely named.
Policy Inspection Mode © Devices
Palicies should not combin presey and Aow inspection modes.
Explicit Interface Policies © Devices
Polices that allow traffic should not be using the “any” interfs
Anti-Spam © Devices
Anti-Spam subseription should be valid
AntiVirus © Devices
Antivirus subseription shovia b valia
Firmware & General Updates ©) Devices
Firmi & General Updates s ption should be valid.
Industrial DB © Devices

u Uncategorized

@
@ AN AuditLogging & Monitoring
(2]

u Data Protection

Endpoint Management

Scope ¥ Result Compliance %
© Scopes FSBP ND03.2
© Scopes FSBP POO1.10
© Scopes FSBP ND10.1
© Scopes FSBP FS02.6
© Scopes FSBP FS02.3
© Scopes FSBP FS02.10
© Scopes FSBP FS02.8

Fabric Security Hardening

Firmware & Subscriptions

Network Design & Policies

Category ¥

Network Design & Policies

Performance Optimization

Network Design & Policies

Firmware & Subscriptions

Firmware & Subscriptions

Firmware & Subscriptions

Firmware & Subscriptions

u Performance Optimization

FortiGuard Outbreak Detection

Threat & Vulnerability Management

Lastran ¥

2024/06/21 16:10:05

2024/06/2116:10:05

2024/06/21 16:10:05

2024/06/2116:10:05

2024/06/21 16:10:05

2024/06/21 16:10:05

2024/06/21 16:10:05

Severity ¥

Medium

Medium

Medium

Medium

Medium

0% 173

BB All FortiGates =

& All FortiGates

FGT-98-wdom-208 (Fabric Root)

i FGT-192-Levell
w FGT-193-Level2
Q.|| [ Export~ | FSBP + | [ Details

Test details

Info & Compliances

Uniquely Named Policies

Verify that all policies are uniquely named.
Category

Network Design & Policies (ND)

Compliances

[¥) FsePNDO3.2
[ pciz1z
[ cisas

® asi122
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Integration =
Automatisierung

* |solierte Produkte —
hoheres Risiko

* Vernetzte Security —
deutlich geringer

« Automatisierung schlagt
Reaktion

Create New Automation Stitch

Name Teams
Statos (@ £
FortiGate{s) & AllR
Action exscution © m
Description

Stitch

Trigger

Configuration Chaj

Add Actiot

Create New Automation Action

n Webhook  send an HTTP request using a REST callback. (2 & CHANGE TYPE
Name send to Teams
Minimum interval @ 0 second(s)
Description 0/255
Webhook
Protocol HTTP
URL https://  outlook.office.com/webhook X000/ IncomingWebhook2XOOO00KX
XOOROOOOOONK 81/1023
Customport @ 443
Method EE5H put GET PATCH DELETE
HTTP body [\"text\™: \"<message to send>\"} 35/4095 %
HTTP header Content-type * application/json
o
Security

TlScertificate @& O
Verify remote host @ @©

© Fortinet Inc. All Rights Reserved.
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Fortify Your
Cybersecurity

« Gemeinsam statt isoliert
« Ganzheitlich statt punktuell

» Einfacher statt komplexer

* Lassen Sie uns
gemeinsam lhre
Netzwerke sicherer
machen — mit der
Security Fabric

Enterprise Security Fabric

Zero Trust
AcCcess

El _ | Endpoint
Protection
=
@
C>=>—1— Identity
C=)—— MFA
L ]

I" —— Network Firewall
@ —— SD-WAN
((®)) —— secure WLAN
X -+ SecureLAN

.

Adaplive Cloud
Security

{é} —+—— Applications

—+— Platform

—“— Network

*—9

Detect

& Protect
I3
S

3
C_) Respond

© Fortinet Inc. All Rights Reserved.
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Key Takeaways

Gartner

“By 2024, organizations adopting a
cybersecurity mesh architecture to
integrate security tools to work as a
collaborative ecosystem will reduce the
financial impact of individual security
incidents by an average of 90%”

“Top Strategic Technology Trends for 2022: Cybersecurity Mesh, Felix Gaehtgens, James
Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy, Patrick Hevesi, 18
October 2021”

Executive Guide to Cybersecurity Mesh, 2022
Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy,

Patrick Hevesi. As of October 2021

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of
the entire document. The Gartner document is available upon request from Fortinet.

= M B-SARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is
w m mv'sed herein with permission. All rights reserved.

ANER
H .
v ®
Fabric Management
| Genter

Fortinet Security Fabric delivers benefits of

a cybersecurity mesh architecture today

* Deep visibility across all edges

» Centrally managing distributed solutions

» Consistent enforcement of policies

» Real-time global threat intelligence across
Fortinet Security Fabric deployments

» Automating actionable responses

» Broadest, most integrated open ecosystem

© Fortinet Inc. All Rights Reserved.
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Umfangreiches Cybersicherheitsokosystem

450+ Open Ecosystem Integrations

Fabric Connectors (13)
Fortinet entwickelte tiefgehende Integrationen, die Sicherheitsoperationen und -richtlinien automatisieren

WS EENIR O GoogeCloud  oracte [TNF mmcioud Ul servicenow  symantec

Fabric APIls (248)
(X) Von Partnern entwickelte Integrationen mit Fabric-APIs, die breite Transparenz mit End-to-End-Losungen bieten

prRAGSS MV D @YMegaport £%% rubrik  Security|  SIEMENS  gplunk

EQUINIX fhgw«ily-ﬁuru{g

Fabric DevOps (10)
m Community DevOps-Skripte, die Netzwerk- und Sicherheitsbereitstellung, Konfiguration und Orchestrierung automatisieren

dWS 2 GoogleCloud (@ Hashicop % Microsoft = phonstack.  ORACLE wetle  [refactr  vmware

L, Extended Security Fabric Ecosystem (200+)
Zusammenarbeit mit Threat-Sharing Organisationen und Integrationen mit Produkten anderer Anbieter

¥ M
R oo Endooint
) MITRE [STIX s 0T ESlY Firevals X Switching ((O)) Wireless 9 Szczzt'”
ALLIANCE — INTERPOL CSA oo y
Hinweis: Logos sind eine reprasentative Teilmenge des Security Fabric Ecosystems Figures as of June 30, 2021
Al R
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