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In 2024 are we here?
81% of organisations
work with at least two

(2019) 35% of clouds (2025)
Gartner

organisations running

containers in T~

production 2

Gartner (2026+) 85% of "
organisations running s
containers in

production Gartner
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Innovators~2.5% |Erly Adtrs~13.5% | Early Majority ~34% Late Majority ~34% Lagards ~16% =
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Number of Kubernetes Customers Globally

Brazil
4.6%

Canada
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5.3%

France
7.7%

India
10,6%

United Kingdom
11,1%

United Kingdom

United States
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What is your biggest concern about your company's container strategy?

It doesn't sufficiently address
container security threats

Inadequate investment
in container security

Itis progressing too slowly

Neglects compliance
requirements and standards

Fails to accommodate necessary
cultural or process changes

It doesn‘t address
skills gaps on our team

s container s

Have you ever delayed or slowed down application deployment

. into production due to container or Kubernetes security concerns?
Net securit

concerns
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Dynamische Infrastruktur
Viele Komponenten
Standardkonfiguration oft unsicher

Komplexe Rechteverwaltung

Multi-Tenancy

Geringe Sichtbarkeit
Tool-Wildwuchs

Dev vs. Ops vs. Security
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Multi-Tenancy: Verschiedene
Teams teilen sich denselben
Cluster » saubere Isolierung notig

etcd (Key-Value

~Store):ungeschitzter Zugriff kann

zuvollstandiger Kompromittierung
fuahren.

./'

P

/Netzwerkkommunikation:

Ohne Network Policies kénnen
Pods freiuntereinander
kommunizieren » Risiko von
lateraler Bewegung







e
1
2
S
£
8




 KUBERNETES
MONITORING

9 Prometheus

Kube-state-
metrics |
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Jeitere Betreuung

* Planung und AL"lfbau_
 Aufbau der Security

« Komplette Betreuung
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L _ringAlerting

u von Clusterinfrastruktur

Hf‘ﬁ up & Recovery

-« Manage Service
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L Kontaktdaten:
-~ Fabian.Hart@controlware.de
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